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NMoaroroBneHo Ha OCHOBaHUU
COLIMONOrN4YecKoro nccregoBaHuns
“OcBeAOMNEHHOCTb HacesieHUusa 06

yrposax knéepoesonacHoctu”
npoBeAeHHOro B MapTe-cCeHTAope

2025 roga

TepMUHbI

UTO Takoe
KN6epoyninHr?

[lepcoHasibHbIe
NaHHbIe 3TO:

oA
Knéepobe3onacHOCTbIO
NMOHNUMETCS:

n onpepneneHns

TpaBns, ockopbaeHus, 3anyrmBaHue uam
YHUXEHME Yeri0BEKA C MCMNO/Ib30BaHNEM
LIMPPOBLIX TEXHO/OI I

CBefleHus, oTHocALLMeCH K
onpeaesieHHOMY Wn onpeaensemMomy Ha
NX OCHOBAHUN CyOBLEKTY NepCOHasIbHbIX
AaHHbIX, 3a(DMKCUPOBaHHbIE Ha
3N1EKTPOHHOM U (UIN) NHOM
MarepuasibHOM HocuTene

CocTosiHMe 3alMLLEHHOCTN LUMGIPOBbIX
06bEKTOB OT HaPYLLEHUS NX
KOH(OMAEHUMANBHOCTK, LLE/TOCTHOCTY U
[IOCTYMNHOCTH




YpoBeHb ocBe4O0MJ/IeHHOCTH

HaceJ/ieHusA

B cootBerctBuM ¢ KoHuenuuei uucppoBoii TpaHcchopmauuun, pasBuTUA OTpacnu
MHOPMALNOHHO-KOMMYHUKALUOHHbLIX TEXHONOIMAU N Knéep6esonacHocTM Ha 2023 -
2029 ropbl oOpHOW U3 OCHOBHOW 3ajadeil ABNSAEGTCA MOBbIWEHWE YPOBHS
OCBEe[OM/IEHHOCTU HacesleHUusi No BornpocamMm kubeprurneHol. B aTom kniouve B uensx
onpepeneHusi ypoBHs OCBelOM/IEHHOCTU HaceneHusi 06 yrposax kmo6ep6e3onacHOCTU
W 3alUTbl NePCOHA/IbHBbIX AAaHHbIX MPOBEAEHO COLMONIOrMyecKkoe uccnegoBaHue cpeau
HaceneHusa KasaxcraHa.

NMokasatenmn ocCBeAOM/IEHHOCTU HacesieHus 06 yrposax KI/I69p6830I1aCHOCTVI n
3alnTbl NepCcoHa/IbHbIX AAaHHbIX:

B npouyecce coyuosiormiyeckoro
nccnepoBaHus Obl/10 OXBA4Y€HO: h
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KonnuyecTtBO BONPOCOB aHKETHbIX G/10KOB:

« couuanbHo - gemorpacuueckuin 610K - 5;

« OCHOBHOI 610K - 15;

« DONONHUTENbHBIW 6GNOK - 10;
" Y
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NMHOOPMALINA

noBcegHEeBHOMN

Yrto 3to Takoe?

HEMHOIO BAXXHOW

Ku6ep6esonacHocTb  CTaHOBUTCH BaXHOW

nogpasyMeBatloT CO6/I0AeHNE TPEX BaXHbIX MPUHLUNOB: é‘/cf(m[[«

Bonpocam pa3Butua cdepbl Knbep6es3onacHoCTU B
KasaxctaHe ypaensetcsa npuctajibHoe BHUMaHue. W
pesynbrar pa6orThbl, nposoguMoii COBMECTHO
rocygapcrTBeHHbiMuU opraHamu, HMO u 6usHecom - 3TO
TEHAEeHUMA nocnegHuUX neT, Koraa Hawa cTpaHa
CTpeMuTesIbHO ynydlwaeT cBou nosuuyunm B FnoGanbHOM
uHpekce  KubGepGesonacHoctu. Ceituac  KasaxctaH
HaxoguTtca B rpynne Tier2 - Advancing u 3aHan 3-e MecTo
BO BTOpOW rpynne us 29 cTtpaH, Ha6pas 94,4 G6anna u3
100 BO3MOXHbIX.

XXU3HU. OObIYHO, nop

h
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KOHOPUNAEHUNATIBHOCTDb

[octyn K uHcphopmaymm Ao/mkeH GbiTb TOMIbKO Yy TOro,

KTO MMeeT Ha 3TO npaBo. A y KOro HeT Takoro npasa, TOMy AOCTyn K
uHcpopMaLum 3aKpbIT.

lMnoxoli npumep: [ocmyn k Homepy Bawel kapmouyku u CVV kody
ro/1y4u/1 n0xol Ye/10B€ex.

Nno MHEHWIO:
€CNOHAEHTOB, OAHUM U3 PECNOHAEHTOB, O4HUM U3
280 0 Eauﬁonﬂe SQ)Q)eKI'J‘I'VIBHbIX 29% Han6onee ahheKTUBHbBIX
AeAcTBUii AnA 3aWmTbl Cnoco60B 3aWuThbl
KOHpMAEeHUMaA/IbHbIX AaHHbIX KOHMAEHUMaNbHBIX faHHbIX
AABNAETCA UCNosib3oBaHUNe AB/Ifi€TCA orpaHnyeHne
wucpoBaHUA NpU nepeaaye nyG/MYHOro gocTyna K JIMYHO

MHdopMauun. MHdopMauun.



AOCTYIMNHOCTDb

Yrto 3T10 Takoe? NHcopmauusa aomkHa ObITb 4OCTYNHA B /1106014
MOMEHT, KOrga oHa Hy)XHa. Cpasy 1 6bICTpO.

Inoxol npumep: Bbl 00/MkHbI M00amb 3asi8Ky Ha ycmpolcmso
pebéEHKa 8 demckul cad yepes «lMopmasi Akumamay. [1o-0py20My He
npuHumarom. Ho calim amo2o rnopmasia He omkpbIBaemMcsi 5 MuHym,
15 mMuHym, 4ac, 0eHb, HEOEJII0. ..

LIENOCTHOCTb

Yto 3ato Takoe? MHcopmauma aosmkHa ObiTb fOCTOBEpHOW. OHa
He AO/MKHA MEHATLCS cama U TeM 6onee eé He AO0/MKHbI UCKaXaTb
O HaMepeHHo.

lMnoxoli npumep: Bbi O0enaeme nepesod OEHEXHbIX CPeocms Cco
cBoelli Kapmo4yku Ha Kapmoyky opyeaa. BpedoHocHoe [10 moxem
U3MeHUMb HOMep Kapmouyku roJlydamesisi U omrnpasums O0eHbau Ha
KapmouKy 3/10YyMbIW/I€HHUKA.

NTak,

KWBEPBE3OIMNMACHOCTb — 3to cobntogeHune
KoHdmaeHymnansHocTn, JlocTynHocTn, LlenoctHocTw.

HapylieHue ogHOro NpuHLMna, Kak NnpaBuio, NPUBOAUT K
HapyLUEeHUIO ApYruX.

2025 2023 2022 2021 2020

ATaka
KOMMbIOTEPHbLIX 18% 22,8% 51,7% 16,5% 32,1%
BUpPYCOB

BpeoHOCHb i 12% 16,9% 34,5% 23,0% 13,4%

Banom
aKKayHTOB B

cOLVAA X 5% 8,1% 28,4% 14,5% 3,9%




KAK USBEXATb

HENPUATHOCTEIN?

110/ nosb3oBaTtesieli He UCNO/b3yT aHTUBUPYC
0 M He UCNOJb3YIOT 3alUTY NAPOIEM.

7 laroB K JIMYHON
KWNBEPBE3OIMNACHOCTHN

Kubepyrposbl, Xakepbl, BUPYCbl, TPOAHCKNE KOHMW.

BCE HEeNOHATHO U 3anyTaHHO?

He nyraittecb. 3awmutute ceés n ceoux 6mskux! Mol
nokaxem Bam nyTb. NMyTb K KN6ep6e30MaCHOCTU COCTOUT U3 7

MPOCTbIX LWaros..

Nante c Hamun 1 3nble Xakepbl ¢ UX BUpycamu Bam He
CTpallUHbI.




war 1

— XPAHUTE 34N KAK

N 3EHNLY OKA
Kddeka H

« Bce Mbl 3HaeMm, uto Takoe AUI. 310 — DNeKTpoHHO-UdpoBasa nognuckb. TyT
Ha Bawy 3awuTy BCTAaéT ToOuHelwas M3 Hayk — MmaTematuka. Kaxablii
rpaxpgaHuH KasaxctaHa MoXeT sierko nonyunts LM, 3UM — 310 yA406HO U
HaAEéXHO.

« Ho ecTb cepbé3Hana onacHocTb, U Bbl fomkHbl eé 3Hatb. Ecnu 3UIMN y Bac
YKpasin, TO OKyMeHTbI 3a Bac MoXeT nognucbiBaTb KTO-TO Apyroi. Horpga
3TO O4YeHb BaXHble AOKyMeHTbI! [la, aa, AL MOXHO yKpacTb, Kak U BCE, UTO
NeXxuT 6e3 npucMoTpa.

Mo 3awmTte co6cTBeHHON ALIM HeoGXxoAMMO
NPUHATL cregyloume Mepbl: )

« Mpu nepBom nony4veHnun AL cpasy yctaHOBUTE CNOXHbIV Naposb.

« He nepegaBaite 3L noctopoHHUM nuuyamM. OHM MOryT nognucbiBaTb
OOKYMEHTbI OT Ballero UMeHu, Korga oTBeTCTBEHHOCTb JIeXXUT Ha Bac.

« He otnpaBnsiite AU B cneynanbHbIX YaTtax, MeECCeHAKepax.

« OOecneuybTe KOMMNLIOTEP WAN HOYTOYK, Ha KOTOpPOM XpaHutca 3L,
nporpamMmmamu 3awWmTbl OT BUPYCOB.

« Mpu coxpaHeHun ILI B hailnax He coxpaHsiTe ee Naposib C UMEHEM
chanina.

« He OGepute 3UM Ha koro-to pgpyroro. Monyuntb 3UIM  MOXHO
HECKOJ/IbKUMU crocob6amu: yepe3 LieHTpbI 06CNyXMBaHUA HacereHusi
(LOH) unn uepes eGov.

» N36eraiiTe ycTaHOBKN HENMPOBEPEHHbIX UIN HEHAAEXHbLIX NporpaMm Ha
ragxeTbl-cMapT(OHbI C BallMM KOMMNbIOTEPOM.

« HemeaneHHo 0GHOBUTE CBOIA KN4, ecnu Bbl notepanu UM nnn ecnun
OH nonasn B PyKu gpyrux nuu.




war 1

BAXXKHO!

Kak npaBuno, npu Bbigaye 3UI cotpygHuk LOHa
ycTaHaBnMBaeT TUNOBOW naponb. OGA3aTeNlbHO CMeHuTe
naposnb ot cBoero 3UM. 310 MOXHO cpenatb Ha caite
www.pki.gov.kz

Wnu npocTto nonpocute npu Bbinycke 3L yctaHOBUTHL Ball cOGCTBEHHbIN, &
He TUNoBoii Nnaposb. Ho ero NnpuAaércsa 3anOMHUTD.

® UYTO HE HY)XHO AENATbL! N

HUKOIrAA HE OTNPAB/IAVTE 3LMN B OTKPLITOM BUAE MO
3NIEKTPOHHON MOYTE.

MouTty moryT B3s10mMaTb, Torga JALUIM ToyHO yKpaayT. HYy)XHO BCEé-Taku
otnpaBuTb? Ha Baw cTpax u puck, Ho o6a3atenbHO 3awndpynite LN
no6bIM HaféXHbIM cnoco6om. Hanpumep, € MNOMOLWbIO TEXHUKU
«3aapxuBupoBaTtb € naponem». He ymeere «apxuBupoBaTb C
naponem»? Cnpocute y cneyvasucTtoB, POACTBEHHUKOB W Apy3eil.
Bam o6s13aTe/s1IbHO NOMOrYT.

Hukorpa He konupyiTe cBoé LM Ha He3HaKOMble KOMMbIOTEPbI.
Ecnn Bcé-takm npuwinocb nognucbiBaTb 4YTO-IMG6O0 C HE3HaAKOMOro
KOMMNbIOTEpPa, 06sa3aTe/IbHO yoeauTechb, Uto Bawe 3L He ocTanocb Ha
4y>XOM KOMMbIOTEpe.

He xpaHuTe cBoé 3L Ha koMnbloTEpe.
Ecnn xakepbl Bcé-takm Bac B3nomaniv unum BUpPYC NPOHUK B Bau
KOMMNblOTEP, TO OHN He AO/DKHbI HaTKM Tam JLIM, Tak KaKk ero Tam He
DO/MKHO ObITb. Ecnu Bbl nonyunnu 3OLUM Ha ¢n3wkKy, a He Ha
yAocTOoBepeHue /IMYHOCTU UNU TOKeH, To nycTb 3UI u octaérca Ha
conawke. XpaHute PA3LWKy B HAAEXHOM MeCcTe U He Ucnonb3ayiite Ans
APYrUxX HYXA, Kpome XpaHeHusa 3ALI.




M
e | BALW LWNUT —
2233 J BALU NAPOMb

Haw Mo3r ycTpoeH MHTepeCHbIM 06pa3om. Mbl MbIC/IUM accouualusamm.
Hawa mbicnb 06A3aTeNIbHO NOCTPOEHa Ha npeabiayLwen mbicnu. Hawe
MbILL/IEHME NpeAcTaBIfeT COG0M NOTOK MbIC/e, BOCNOMUHAHUWA N naeun, Bce
OHU 06s13aTe/IbHO B3aUMOCBSsi3aHbl.

Y Hac gBa Buga namAaTU: KPaTKOCPOUHaA M A,0/ITOCPOYHas.

B KpaTKOCPOUYHOW NamMATU XPaHATCA BCe COObITUA UK nHhopMauma Ha
HECKONMIbKO MUHYT UM YacoB. BO3MOXHO — AHElA.

Ecnu nncpopmauma gnsa Hac BaxHas U Mbl NepeXxuBaem B npouecce
3anoMMHaHUA Kakme-nm60 accouuaumm, To MHopmayusa nepexoaut B
[ONITOCPOYHYIO NaMSATb.

Kak yBepsiloT uccnegoBaresin Mo3ra, 3To NOCTPOEHO Ha 06pa3oBaHUMN
CMHarcoB HeMPOHOB ro/I0OBHOro Mo3sra. Camblii NPOCTOIA CNOCO6 3anucatb
MHopMaLuIo B AO/ITOCPOUHYIO NaMATb — cAeflaTb acCoLMaTUBHYIO CBA3b
MeXxay nHdopmaumein U 4eM-TO, UTO YXKe 3anoMHuUNocbL Bam HaBcerga. inn
KOTOpPOE Nerko BCNOMHUTb.

Hy)HO BOocnosnib3oBaTbCA caMbiMU 60MbLWIMMU YYacTKaMWU Hallero Mosra,
oTBevarowmmu 3a: C/TIYX n 3PEHUE.




g UTO JENATB?

Y Hac CUIbHO pa3BUTbI OTAE/NbI MO3ra, OTBeYalLue 3a 3pUTesibHyH
namsTb. ATUM U HY)XKHO BOCMNOJ/Ib30BaTbCS.

Cagscb 3a pabounii KoMnbloTep, ornaauTecb BOKpyr. Bokpyr Bac 6yayT
COTHU NpeaMeTOB, KOTOpPbIe NOCTOSIHHO HaxXo4ATCA Ha Bawem cTone, Ha
CTeHax, B WwKacax unm gaxe 3a OKHOM.

® UTO HE HY)XHO AENATbL?

\,

MpocTo 3aragaiiTe Kak Nnaponb NpeameT, KOTopbIii Bbl BUgUTE KaxKa bl
AeHb, cNaA 3a CBOMM paéoumm mecToM. 3TO U 6yaeT Baw naponb.
Mpumep: Kachestvennyy organayzer

Monb3oBaTenun coctaBnAliue C/I0XHbIe Naponun:

B 2023 ropy B 2025 roay
22% 47%
BAXHO!

3aragbiBaA npegmer B KadyecTBe napons, 3aragaiite gsa
cnoBa, HanpuMmep, Ha3BaHue npegmeTa n ero uBerT.

MoxHo 3aragbiBaTb C/i0Ba J/1l06MMbIX MNeceH, ropoga u
MecTta, rge Bbl OGblnu. MNaBHOe, 4UTOObI B Maposne OblIo
MWUHUMYM 8 3HAKOB.

1) Hukorpa He nepepgaBaiiTe CBOU Naponu gpyrum nogam. Jaxe ecnu
NpPoOCAT.

2) He 3anucbiBaiiTe CBOU Naponun Ha CTUKepbl, 6yMaxkku. He xpaHure
naposn B 3/IEKTPOHHOW nouTe.




ANNEKTPOHHAA
NMOYTA

K coxaneHunto, MOWEHHUKNU AABHO MOHAMU, YTO Mbl YNTAeM OTNpaB/ieHHble HaMm
nMucbMa. 3HauuT, eC/IM HanMcaTb XUTPoe NMCbMO, HAC MOXHO OOGMaHyTh.

MpumMmep MOLWEHHMYECKON cXeMbl: «[MUCbMO OT MWHOCTPAHHOro ajBokKaTa o
HacneacTBe». CyTb CXeMbl:

Ha 3neKTPOHHYI0 NOUTY NPUXOAUT NUCbMO OT YesioBeKa, KOTOPbIA NpeacTaBNAeTcA
MHOCTPaHHbIM aABOKaTOM WM HoTapuycom. OH cOOOLWAeT, YTO ero «K/IMEHT C
Bawein hamununei» HegaBHO yMep U OCTaBU/1 KPYyNHOE COCTOAAHNE — OObIYHO OT 1
Ao 10 mnH pgonnapos.

Kak pasBnBaeTc MOLWEHHNYECTBO:

1. AaBoKaT yTBepXxpaaeT, YTO Hac/iefHUKOB HET U Bbl MOXeTe cTaTb 3aKOHHbIM
nonyyatenem. 2. lpocut npepocTaBuUTb: KOMUKO YAOCTOBEPEHUA JIMYHOCTW,
KOHTaKTHble AaHHble, MHOrAa — [pAoBepeHHOCTb. 3. flanee coo6waeT, YTo ANA
OhOpM/IEHUA HYXHO OMMIATUTb «HEOOsblUME pacxofbl»: HOTapuasbHble YCNYru,
NOLW/IVHbI, ONJIaTy NepeBoja AOKYMEHTOB, «pa3sMOPO3Ky CHETa» B GaHKe.

Mocne oTnpaBKu geHer — MOLIEHHUKWN NpeKpaLatoT ooLLeHue.

Cambim pacnpocTpaHEéHHbIM cnoco6om 3apaxeHud
nepcoHa/ibHbIX KOMMbIOTEPOB ABJIAETCA OTNpPaBKa 3/1IEKTPOHHOrO
nUCbMa C BPeAOHOCHbIM CoAepPXXUMbIM.

g UTO JENATH? \

Hukorpa He OTKpbIBaiiTe camo3anyckaemMble hainbl.

Takue dpaiinbl Nnerko pacnosHartb No 6ykBam, KOTopble UAYT nocne
nocnegHen TOUKN B Ha3BaHUU. TU GYKBbI Ha3bIBAalOTCA paclIMpeHnemM
chainna.

Mpumepbl paclimnpeHnii camosanyckarowmxca pannos:

(=] [em] (=] [ao=]) [

daiinibl BNOXEHUI C TaKUMN paclUMPeHUssMU OTKPbIBaTb HeNb3A.
[axe ecnu oHU nomeLleHbl B apxuB. Hanpumep, ynakoBaHbl B apxXus
WinZip.

\




Xakepbl MOryT MoaAnMUMpOBaTh U 06bIYHbIE dhai/ibl LOKYMEHTOB O(OUCHbIX
MPUIOXEHWIA.

Makpocbl — HaGop KOMaHpA,, KOTOpble MNO3BOJAIOT 3anUcbiBaTb U
BOCMPOU3BOAUTL CTaHAAPTHbLI NakeT O(PUCHBLIX NpUNoXeHuii. Bbl He 3HaeTe,
Kakue KOMaHAbl 3anucaHbl B Makpoc. Ha6op KomaH MOXeT ObITb A0BO/ILHO
60NbLINM U NPeACTaBNATb CO60IA BpeJOHOCHbIN KOA,.

BAXXHO!
Hn B KoeM crniyyae Henb3s BK/AOYaTb «MaKpOCbI»,
° npuweglwue c painamm nNo 3/1IEKTPOHHOW MouTe.

® UTO HE HY)XHO AENATDbL?

He oTkpbiBaiiTe NnoA03puUTE/IbHBbIE NUCbMA.
Ecnv nucbMo Bam He MHTepecHO, 3HaunUT OHO He AOCTOMHO Ballero BHMMaHus.
BHMMaTenbHO n3yunte BNOXeHHble dhaibl (BIOXEHUS).

He oTBeualiTe Ha nopo3puTesibHbie nucbma.
He nepexogute no ccbi/ikam B NOA03PUTEIbHbIX MUCbMaX.

MoMHMTE, MOLLEHHMKM UrpatoT Ha Ye/T0BEYECKUX YyBCTBAX — XaAHOCTU, TopAbIHe,
cTpaxe, rHeBe. [lymaiite rosioBoii 1 He nonagalite Ha MOLLUEHHUYECKNE CXEMbI.

7

45% nonb3oBaTesieii He NepexoaaT No NPUC/IaHHbIM CCbl/IKaMm B
Y couMaIbHbIX CETAX U MecCeHaKepax




AHTUBUPYCHAS
- 3ALLUTA

Kak NOHATHO n3 Ha3BaHus, AHTUBUPYC — 3TO TaKoe CpeAcTBO ANA 3aliuTbl OT
«BUPYCOB».

Mbl Ha3blBaeM BCE BpefOHOCHOEe MnporpaMMHoe obecrneyeHve «Bupycamm». ITO He
COBCEM KOPPEKTHO, TaK KakK «BMPYC» — 3TO TOJIbKO OAMH U3 NPU3HAKOB BPeOHOCHOro
nporpaMmMHoro obecrneyeHus (cokpawéHHo MoO).

HO 4TO HY)XHO TOYHO 3HaTb — BpefoHocHoe 10 He Mud), OHO peasibHO BPEAOHOCHO Y
ero peasibHoO MHOro. MOLUEHHMKN MNbITAOTCA MPUAYMbIBATbL BCE 60/Iee XUTPOYMHblE
CXeMbl HapyLeHNs AOCTYNHOCTU, KOH(UAEHUNAIBHOCTA U LIENTOCTHOCTH.
KoMnbloTepHblE «BUPYCbI» OYEHb MOXOXW Ha peasibHble 3apasHble 60/1e3HN, TOJbKO
nopaxkatoT OHWU He NAel, a KOMIMbIOTEPHbIE CUCTEMbI.

AHTVBMPYC HYXXHO BOCMPUHMMATL KaK BaKLWHbLI 1 NPUBUBKU, TOMLKO A/15 KOMMbIOTEPHbIX
«BUPYCOB».

YTO NMABHOE B NMPNBUNBKE?

1. MpuBuBKa AO0MKHA ObITb KAUECTBEHHO U3rOTOBJIEHA,
MHa4ye MOTyT BO3HUKHYTb NOGOYHbIe 3(hPeKTbI U
BO3MOXHbI TS)KENbIe nocneacTtens. Mbl Bcerga sagaém
BOMpPOCHI NPU BakKUMHALUN: YTO 3TO 3a NPUBUBKA, KTO eé
M3roToBuUN, NpoLuia 1M oHa KJIMHNYecKne ucnbiTaHmAa?

2. MpuBnBKa Ao/MKHaA 6bITb 3chheKTUBHA,
MHaue HeT cMbICc/a eé BooOLe cTaBUTb. B aTom cnyyae
/ BaKLUVHaLUA MOXET NPUHeCTN HemMas1o Bpega. Mol
A \ nony4yaem UaN03nI0 3alUTbl, KOTOPOWN HA caMOM fene
”

HeT.

3. MMpMBUBKY HY)XXHO CTaBUTb BOBpemA!

Henb3a nponyckaTb CPOK BakLuMHaLUU 1 Tem 6onee
CTaBUTb NPMBUBKY Ha ocnabneHHbIA Unn paxxe 601bLHOWN
OpraHusm.




OTHOCUTECh K aHTUBUPYCaAM, KaK K MPUBMBKaM OT peasibHbIX YeIOBEUYECKMUX
BUPYCOB.

KonnuecTBO pecnoHAEHTOB, CYUTaKOLWMNX UCNONb30BaHMe aHTUBUPYCHOTIO
MO caMmbiM BaXHbIM B 06ecneyeHun MHopMaLMoOHHOI 6e30nacHOCTU B
MHTepHeTe:

B 2023 roay & & B 2025 roay
23% ‘\( 23%

a8
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MocTtaBbTe ce6e Ha cMapTOH U KOMMNbIOTEP SIKDOOW HAAEXHbIV aHTUBUPYC U
He BblK/1l0UaiiTe ero o6HoBNeHuUs!




o (O\® OBHOBJIEHUSA U ELLE PA3
=" | OGHOB/NEHUA
=

OGHOB/MEHNA CUCTEMbI, Kak OHW Hac HepsupytoT! Ho coBpemeHHble MO — 310
NPOAYKT TpyAa ThiCAY NPO¢IecCUoHas10B.

CoBpeMeHHble nporpaMmbl COAepXar ThbiCAYN CTPOK Kofa. KoHeyHo, B aTOM Koge
MOryT OOHapyXmBaTbCA KakMe-HMbyab OLMOKM, HEeCTUKOBKW, npobenbl. Takue
OLUMOKM MPUHATO Ha3blBaTb «YA3BUMOCTU®.

OTO MNOX0oXe Ha HeKayeCTBEHHO MOCTPOEHHYIO CTEHY C AblpaMu, KOTOPYH OK/1ennun
060aMU. ECNn 3HATb, r4e B 3TOI CTEHE Ablpa, MOXHO NasibLeM Npoouts 060Mu.
Xopowlo, 4TO MporpaMMHOe ob6ecrieyeHne — 3TO He CTeHbl. JTOo Habop
KOMMbKTEPHOrO KoAa.

N xopowo, 4To Baw cmapTd)oH M KOMMbKOTEP MOAKNOYEHbI K HTepHeTy. YUepes
VHTepHeT npou3BoanTeniv NporpaMMHOro obecrneyeHns BbICbIIalT «3aniaTku» Ha
CBOM Xe «ySI3BUMOCTU».

Kctatn, 3annarka no-aHrMNCKM HasbiBaeTcs patch, oTcioga cnoBo 3ansiatka —
naru.

Moxanyiicta, 3agenbiBaWiTe pAblpbl B CcTeHax BoBpemsa! [lycTb nartum
yCTaHaB/MBatoTCA Ha Balle nporpamMmHoe obecneuveHne BoBpems. [pomegsieHve
[aXe Ha HEeCKOoJ/IbKO 4YacoB onacHo.

g YTO JENATH?

YcTtaHaBnuBaTb 0GHOB/IEHUA NPOrpamMmMHOro o6ecneueHus. Beerga.
AHTUBUPYC 1 onepaLuoHHasA cUcTeMa AO/MKHbI OGHOBNATLCA
aBTOMAaTUUECKN.

MpoBepATb, yCTaHOB/MEHbI /11 NocnegHue OGHOB/IEHUA.




® UTO HE HY)XHO AENATb? \

Mcnonb3oBatb KOHTpathakTHOe (Nuparckoe) MO.

Kak npaBuno, nuparckoe MO yxe B3/IoMaHO ymMmenbLuamMmn U OTK/IFOYEHO OT
cuctembl OGHOBEHUIA. Begb npu o6palieHnn Ha cepBep NpousBoaUTeNsa
MO cpa3sy cTaHOBUTCA MOHATHO, YTO TOBap KOHTpPadakTHbIN. 3HA4YUT, Bbl He
nosiyuynTe OGHOBJ/IEHUI 1 ByAeTe NoNb30BaTbCA «AbIpABbIM» MO.

BaM 3TO HY)XHO?

W, noxanyiicTta, He OTK/1lo4anTe OGHOBEHUA.




)

g COUNANTBHAA NH)XXEHEPWUA.
0 COUNANBbHBLIE CETU. CKUMMWHI

CounasibHas MHXeHepusi — MeTog, NoslyYeHnss Heo6XoAMMOro AocTyna K
MHpOpPMAaLMN, OCHOBaHHbIA HA 0COBEHHOCTSIX NCUXOMNOMAN NHOAEN.

Hukoraa HUKOMY He FOBOPUTE CBOU Napo/ii OT KOMNbLIOTEPHBLIX CUCTEM.
Hukoraa He ocTaBnAiiTe 3anMcaHHble Ha Gymare Napoau Ha BUAHbIX UK
AOCTYMHbIX A1 TOCTOPOHHUX MECTax.

3HaiiTe, 3M10yMbILL/IEHHVKM NbITAOTCA MaHWUMY/IMPOBAaTh HALLUMK 3MOLUSIMUA.
He roBoprTe HE3HAKOMbIM JIH0AAM: HOMepa MOGW/IbHbIX TeNlethOHOB CBOMX
POACTBEHHUKOB U Konner, IP agpeca, BpeMs OTCYTCTBMS HA paboyeM MecTe 1av Aoma.

OkpaH Bawero moHuTopa unm cmapToHa MoryT NoACMOTPETb YEPE3 M/1eHo.
He pab6oTaiiTe 3a KOMNLITEPOM UM HOYTOYKOM, KOoraa 3a Balueli cnvHol ecTb
MOCTOPOHHME.

B ntogHbIX MecTax ctapaitecb paboTtarb CNUHONM K HENPO3PaYHOii CTEHE.

CKUMMUHT — KpaXKa AaHHbIX 6aHKOBCKOI KapThbl WX naposiei npyu nomMoLum
cneuuanibHO CYUTbIBAIOLErO YCTPOACTBA, CKUMMepa.

B ny6nunyHbIX Mectax MHoro Bugeokamep. Ctapaitecb BBOAUTb NApPoO/IN Kak MOXHO
60nee CKpbITHO. HanpumMep, NPUKPbIB 3KpaH MOGW/ILHOTO TenetoHa NagoHbo UK
ofleX[10ii. DKpaH HOYT6YKa xenaTeslbHO MakCMMasibHO NPUKPbLITL NPV BBOAE Napons,
YTOGbI CKPbITb [ABWXEHUSI Balunx nanbLeB.

BaHkomMaTbl 1 TepMUHasTLI ONIaThl:

BHumatenbHO ocMOTpuUTE 6GaHKOMAaT, nepes TeM Kak UM BOCMOJ/Ib30BaTbCA.
HeoO6bIYHO BbICOKasA KnaBuaTtypa BBoAa, HEOObIYHOE OKOLUKO BBOAA KapTO4KuN
AO/MKHbI Bac HAaCTOPOXUTDb.




g UTO JENATB?

ComHeBaeTecb — BOCNOMb3yiiTeCb ApPYyruMm 6aHkomaTom. Begurte ce6s Tak, Kak
6yATO NpsiMO 3a BamMu CTOAT HECKO/ILKO NOA03PUTENBHbLIX NOAEN.
MpuKpbIBaiiTe NafA0HbLIO KNIaBMATYpy, KOraa BBOAUTE NUH-KOA UV Napoib.

ByabTe BHUMaTe/bHbl, COGPaHbl U OCTOPOXHbI.

® UTO HE HY)XHO AE/NIATbB? \

- PasroBapuBaTb C He3HAKOMbIMU NOALMU MO TennedPOHY HACUET CBOUX
GaHKOBCKUX CHETOB WJ/IN KapT.
KoHeuHo, pasroBapvBaTb MHOI4A HY>XXHO, HO TOJIbKO ec/v Bbl caMy NO3BOHW/IN B
6aHK no onmansHOMy HoMepy TenedoHa.
« He oTBeuaTb Ha Nnogo3puTE/IbHbIE NMCbMA, HO 06 3TOM MbI YXe
rosopunu B pasgene MNMoura.
» Monb3oBaTbCA NOAO3PUTENLHLIMU OGaHKOMaTaMu U TepMUHAIaMIN
onnarsbl.
« OTgaBaTb CBOIO KAPTOUYKY OhULUMAHTY UNu 6apMeHy Haf0/ro B PYKU.
Mnatute KapTOi TONILKO CamMu.
Ecnun Bbl nogknioumnmck kK cetn MiHTepHet yepes nyonuuHbliii WiFi (Hanpumep, B
asponopTty uan B kKape), To xenaresibHO BOCNO/b30BaTbCcA cepBmucamu VPN.




PE3SEPBHOE
KOMMPOBAHUE

NMHO®OPMALUA MOXET UCHE3HYTb. N HE OBA3ATE/IbHO BAC ATAKOBA/IN
3/bIE XAKEPbI. MPOCTO NOTEPSANN TEJIE®OH W CTOPEN XXECTKUIN ANCK
KOMMbIOTEPA.

UTO AE/IATb? ~
PerynapHo KonupoBaTb BaXHY0 MH(pOpMaLUIO HA BHELWHWIA HOCUTENb.
Camoe npocTtoe — BOCMNO/1b30BaTbCs MHOXXE€CTBOM CEPBUCOB
pe3epBHOro KONMpPoBaHUS.

HekoTopble U3 HUX 6ecnnarHbl, Hanpumep o6nako Google, Apple
iCloud, Mail.ru, Yandex.

A TaKKe MOXHO BOCMNO/b30BaTbCA CeEpBUCaMN Ka3aXCTaHCKMNX
o6na4yHbIx xpaHunuw, Oblako.kz n Ps.kz.

BAXXHO!
Ecnn Bbl nonb3yeTecb 06/1a4HbIMM  cepBUcCaMu  Ans
XpaHeHusi UHgopmauMm -  3HaUUT Bbl  ONbITHbIIA

nonb3oBaresnb. Begurte ceb6s KaK onbITHbI NONIb30BaTe/lb.
Ha3Banuchb onbITHbIM NOJ/Ib30BaTe/IeM — COOTBETCTBEHHO.

Kakve 13 cneaywowmux peictBuMiA  Bbl cuuTaete  Haubonee
achpekTUBHBbIMU ANA 3aWNTbl KOH(UAEHUNATbHbIX AaHHbIX?

oTBeTt pecrnoHAeHTOB Ha ﬂpOBe.qEHHbll‘il onpoc:

e Wcnonb3oBaHune wucposaHua npu nepepave
OaHHbIX — 28%

e OrpaHunyeHue ny6aAMYHOro gocTyna K JIM4HO
uHcopmauynm — 29%

e YCTaHOBKA aHTUBUPYCHOroO NPOrpaMmMHOro
oGecneveHus — 13%

=

19
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NMaponu! BHMMaTeNnbHO U3yumnTe Hally NaMaTKy B pasgene «Maponm».
Be3 HagE>XXHOro Naposis HUKAaKUX NPOrysiok B o6saka.

AByxdpakTopHas ayTeHTUdukaumsa. He oTkaO4HaiTe Ha cMmapTdoHe
pa36,10KMPOBKY MO 0OTNEYaTKYy NajsbLa Nan pacnosHaBaHMe nnua.

® UTO HE HY)XXHO AENATbB? N

XpaHuTb B «0bnake» 04eHb KOHPUAEHLMaTbHYO MHJDOPMaLMIO BCE Xe He CTOUT.
He xpaHuTte cBoto AL B OTKPbLITOM Buae, cCeMelHble WA JIYHbIEe TaliHbl B
«obnake».

Camoe HaféxHoe — 3aBeuTe cebe BHELLUHWIN XECTKNIA ANCK UAn B60/bLUYIO KapTy
namsTu.

MpOoCTO perynsipHO KonvpyiiTe Ha 3TOT XECTKUIA ANCK BAXHYH MHopMaLmMio COo
CBOET0 KOMMboTepa Un cMapTgioHa. XoTs 3To TPeGyeT caMoANCLMNINHBI U
opraH1M30BaHHOCTMW.

MpoiianTe BCe CEMb LIAroB — U Bbl CTaHeTe BENIMKMM MacTEPOM JIMYHO
NHpOpPMaLMOHHO 6€30NacHOCTMW.

DATA _D
SECURITY

S




AOMNO/NTHNTE/IbHbIE PEKOMEHAALWW 1O

KWBEPBE3OIMNMACHOCTIW AN1A
FrOCYAAPCTBEHHbIX CIYXXALLUNX

3anpeuwjaeTca noAxsiroueHue BHYTPEHHUX ceten
rocyaapcteBeHHoro opraHa (FO) K uHTepHerTy.

MopgknioyeHne K ceTn MIHTepHeT HEOGXOAMMO NPOBOAUTL
TONbKO yepe3 EauHbIN W03 AocTtyna K VIHTepHeTy.

Mpun padoTte ¢ pecypcamu cetun MIHTEpPHET U 3/1IEKTPOHHOM
NOYTON 3anpeLjaeTca pasriaweHue rocyaapcTBEHHOM,
CNY)XeGHO M KomMMmepueckoil UWH(opmauuu, cTaBluei
U3BECTHOW COTPYAHUKY MO C/y)XeOHOM Heo6XoAUMOCTU
NINOO0 UHbIM NyTEM.

Cnyxauwme [O, MeCTHbIX WUCNONIHUTE/IbHbLIX OpPraHoB
(MUO) npu OCYLECTBNIEHUU CNYXEeOHOW Nepenuckn B
3NeKTPOHHOW chopme MpPU UCNONHEHUN UMU CNYXXEeOHbIX
00s13aHHOCTEN UCNOJIb3YIOT TOJIbLKO BEAOMCTBEHHYIO
3/1eKTPOHHYIO MOUYTY.

3anpeujaeTcsa oCcTaBnATb BK/IIOYEHHbIMU 6e3 npucmoTpa
KoMmnbiloTepbl U WHTepHeT-ceTu B OTKpbITOM Buge. B
cnyyae ocCTaB/ieHUs1 pabo4yero mMecta B 006s3aTe/IbHOM
nopsaake Heo6xoauMO 6/10KupoBaTb KOMNbloTEp
(- komouHauma knasuw Windows+L).

3anpewaetca nogknwyveHne K EAUHOW TpaHCNOPTHOWM
cpege (ETC) IO, nokanbHou cetn O nocpeacTtBom
6ecnpoBOAHbIX  ceTel, 6ecnpoBogHOro  AoOCTynNna,
MoAeMOB, pagMomMmoaemMoB, MOAEMOB CeTeill onepaTtopoB
COTOBOW CBSAI3M U [ApYyrnx 0O0ecrnpoBOfHbIX CeTeBbIX
YCTPOICTB.




nPn
noaANMUCAHNN
COIrnAcua
OBPATUTE
BHNMAHUE
HA:

ApYTUM

PEKOMEHAALMW NO 3AWMTE
NEPCOHANBbHbIX AAHHbIX

- nepeyeHb NePCOHa/IbHbIX AAaHHbIX,
KOTOpble co6upaeT oneparop;

- uenu coopa n o6pabdoTKn
NepCcoHa/bHbIX AAHHbIX;

- CPOK UK nepuoj, B TEYEHUU KOTOPOro
AelicTByeT cornacue;

- BO3MOXHOCTb Nnepeaayun TpeTbum
nvuam;

- BOCMOXHOCTb TPaHCrpaHU4YHOI
nepegauun faHHbIX;

- BO3MOXXHOCTb pacnpocTpaHeHus
NepcoHa/IbHbIX AaHHbIX B
06LEeCTBEHHbIX UCTOUYHMKAX.

Be3 Bawero cornacusi, nepcoHasbHble

AaHHble He MOryT G6biTb nepefaHbl
orneparopom
opraHusauusam.

nmuam n

Mpun
npepocTaB/ieHUU
nepcoHa/IbHbIX
DaHHbIX Kyga
nnoo,
06s3aTesIbHbIM
TpeboBaHnem
ABnAeTcs
Hanune
cornacus
c¢husuueckoro
nmua

W11 OCHOBaHMe,
npegycmMoTpeHHoe
3aKoHOM.

Takke B Liensax 3aWmTbl IMYHbIX AAHHbIX OT HE3AKOHHOrO pacnpocTpaHeHus,
HacTosAITe/IbHO PEKOMEHAYETCS 03HAKOMUTLCS C NOJIMTUKOWN cOGNIoAeHNA
KOH(pMAEHLMANBbHOCTN NEPCOHANbHBLIX AAHHBLIX OpraHu3auuu, a Takke oépawaTb
npuctasibHoe BHUMaHue Ha yC/NoBUs X 06paboTKN.



® YTO AENATb?

Mpu oGHapyXXeHun (hakToB HE3AKOHHOIO coopa u
YTEUKMU NINYHbIX AaHHbIX

rpaxgaHe Moryt oo6parutbca B Komutetr no

MHcpopmMaLNOHHO 6e3onacHoOCTU MuHucrepcrsa

MCKYCCTBEHHOIrO WMHTENNeKTa U uudpoBOro pasBuUTUA

® Pecny6nukn KasaxctaH A1 NpUHATUSA Mep No npecevyeHunro
HapyLeHn.

3T0 MOXHO caenarb, HanuUcaB Yepes nopTas

«DNEeKTPOHHOro NpaBuUTeNnbCTBa» (pasaen
«DNIEKTPOHHbIE OGpaLLeHUsA»), Takke MOXXHO HanucaTb
Ha NIMYHbINA Gnor Nnpepceaarens 0

(https://dialog.egov.kz/blogs/3932160/welcome)

U0 owrar OBPALLEHUA JO/MKHbI
| COAEPXATb:

OnucaHue cutyauum,

npu KOTOPOii AonyLieHo JocToBepHble MaTepuanbl,

HapylueHue; ° noaTBepxgaroume
HapyLieHue;

Mepurop n cpoku HaumeHoBaHue

CoBepLIEeHUs opraHusauuu, 4onycTuUBLLEN

HapyLeHnA; npaBOHapyLUeHune.

Ecnu Bbl 06GHapyXunu, 4to KTo-1M60 ocyLecTBAAET CO0p U 06pPaGOTKY Ballnx
NnepCcoHa/IbHbIX faHHbIX Ge3 Ballero corsiacus, Bbl BnpaBe 06patuTbcs K JaHHOMY nuLy
opraHusauum ¢ TpeboBaHMEM YHUUTOXUTb HE3aKOHHO co6GpaHHble AaHHble. Kpome ToOro,

Bbl Takke BnNpaBe O0TO3BaTb flaHHOE paHee corslacue Ha c60p U 06PabGOTKY Balnx
NnepcoHasIbHbIX AaHHbIX. B cnyyae 6e34eicTBUA UM OTKasa onepatopa YHUUTOXUTb
[aHHble, Bbl MOXeTe noXasioBaTbCA B YNOMTHOMOUYEHHLIV opraH B cdhepe 3awuTbl
nepcoHanbHbIX AaHHbIX — KOMUTET NO MHOOPMALMOHHOW BEE30MNMACHOCTU
MWHUCTEPCTBA NCKYCCTBEHHOIO MHTEJIEKTA N LU®PPOBOIO PA3BUTUA
PECNYB/IMKN KA3AXCTAH.

OOG6palleHna MOXHO nogasaTb /NI06bLIM YA0GHbLIM U AOCTYMHLIM CTOCOOOM.




NMNO/IHOMO4YNA KOMUTETA IO

NWH®OPMALMOHHOW BE3OMNACHOCTU

B pamkax Yka3sa Npe3sngeHta Pecny6nuku KasaxcraH
OoT 6 oKTA6GPA 2016 roga Ne350 co3gaH Komuter no

MHOpPMAaLMOHHOV 6€e30NacHOCTM.

PA3PABOTKA

Pa3paboTka mep B cthepe
oGecneyeHnA MHOpPMaLMOHHOMN
6e30nacHOCTH (3a UCK/TIOYEHUEM
roccekpeTtos).

KOHTPO/1b
FocypapcTBeHHbI KOHTPO/b B
o6nacTtn obecnevyeHus

9 MHOPMaLMOHHOW 6e30MacHOCTU
B chepe nHhopmaTusauuu,
3alWMTbl NEPCOHAJIbHbIX AAHHbIX,
3/1eKTPOHHOr0 AOKYMEHTA U
3NeKTPOHHOI yndpoBom
nopnucu n oéecnevyeHHbIX
uMhpoBbIX aKTUBOB.

NMPOPUNAKTUKA
MpodcmnakTnka co6noaeHusn
EAuHbIX Tpe6oBaHuii B 061acTH
MHcopMaLMOHHO

- KOMMYHUKaLUOHHbIX
TeXHOJ/Iornii n oéecnevyeHus
MH)OpPMaLNOHHOM
6e30MacHOCTM.

POPMUPOBAHUE
dopmMUupoBaHUue NnepeyvHs n
MOHUTOPUHI KPUTUYECKMN
BaXHbIX UHPOPMALMOHHO-
KOMMYHUKaLUOHHOW

MHJPACTPYKTYpbl.

YMNPABJIEHNE

YnpaBneHue un pacnpegeneHume
OOMEHHbIX UMEH B NPOCTPaHCTBEe
Ka3axCTaHCKOro cermeHrta
NHTepHeTa.

BbIAAYA

Bbigaya akta no pesysbraram
UCNbITaHUN HA COOTBETCTBUE
Tpe6oBaHUAM UH(hOPMaLMOHHOW
6e30MacHOCTM.

® 6

OPIrAHN3ALUUNA

OpraHusaymsa UCMNosTHeHNA
HaunoHanbHOro

nnaHa pearmpoBaHuA Ha MHLUUAEHTDI
MHOpPMAaLMOHHOW 6€e30MacHOCTMU.

PACCMOTPEHUVE

PaccMoTpeHue 1 NpuBieYeHne K
OTBETCTBEHHOCTU 3a HapyLUEeHUsA B
cdrepe NnepcoHasbHbIX AAHHbIX.

OCYLWECTBJ/IEHNE
OcylecTB/IeHUE akKpeauTauum
YA,0CTOBEPAIOLUX LEEHTPOB.

OCBEAOM/TIEHUE

MoBbileHne 0cBeAO0M/MEHHOCTH
HaceneHus

006 yrposax nHcpopmalMoHHOMN
6e3onacHocTun
(kn6epb6e3onacHOCTH)

YYACTUE
YyacTtune B peanusauyumn
oGpas3oBaTesibHbIX NporpamMm.

COAENCTBUE
CogpeiictBue B hopMmmpoBaHumn
npoceccuoHa/IbHbIX CTaHAAPTOB.

B3AUMOJAENCTBUE
B3aumopgeiicTBue ¢
MeXAayHapoaHbIMU
opraHusauusamm, HaumMoHa/IbHbIMU
perynsatopamu un ueHTpamm
Knoéepo6e30nacHOCTMU.

PA3PELUEHUNE

Bblgaua paspelueHus Ha BbINycCK
M obOpalleHue o6ecrnevyeHHbIX
LMpPOoBbIX aKTUBOB

NOAAEPXKA

Moaaepxka Hay4HbIX
uccnepoBaHuii B chepe
MHcopMaLMOHHOI 6e30NacHOCTN.



3auwunrta 6e30nNacHOCTU AeTen B CeTu

UHTepHeT

yCTaHaBNUBAOT POAUTENbCKUIA
. KOHTPOJIb Ha yCTpOWCTBaxX u
NPUIOXeHUsAX

He MOryT gaTb

B npopomkeHun guanora c

yyaCTHMKaMM UccneaoBaHus oTBer
TaKKe 6b11 06CYXAeH Bonpoc,
CBAI3aHHbI C aKTyaJ/IbHOI Ha
perynsipHo

Cero.qHﬂU.lHVlﬁ A€Hb NPOBEPSAIOT MX
"pOGHEMOﬁ 3aunTbl .quel‘/’l OT oOHNaliH-aKTUBHOCTb

HeXenaTteNbHOW MHPOPMAaLUN 1 MCTOPUIO NOUCKA
B MHTepHeTe. Mo MHeHuIo
pecnoHAeHTOB OCHOBHOWM

Mepoii 3aWunTbl pe6eHKa oT

HeXxenarenbHOW MHcpopmauun

B IHTepHeTe ABNAeTcs:

HEe NPUMEeHAIOT cneuynasibHblie

Mepbl 6e3onacHOCTHU o6CcyXAaaloT ¢ AeTbMU
npasuia 6esonacHoro
nosegeHus B NIHTepHeTe

PekomeHpgauuu ans poguteneii:

CospaiiTe CMUCOK AOMALLHUX NpaBua noceweHus MHTepHeTa npu y4yactum
NoApPOCTKOB U TPeOyiiTe 6e3yC/I0BHOIO €ro BbinosiHeHUA. O6roBopuTte ¢
peGeEHKOM CMUCOK 3anpeLyeHHbIX CaiiToOB («4epHbIV CNUCOK»), Yacbl paboTbl B
MHTepHeTe, pyKOBOACTBO NO 00wWeHuto B IHTepHeTe (B TOM 4yucnie B yaTax).

KomnbloTep ¢ nogkntoueHnemM K cetu IHTepHeT A0/HKeH HaXo4UTLCS B 06Lei
KOMHare.

He 3a6biBaiiTe 6ecefoBaTb C AeTbMU 006 UX Apy3bsax B UHTepHeTe, 0 TOM, UeM
OHM 3aHATbI TaKUM 06pa3om, 6yATO peub NAeT 0 APY3bAX B peasibHO XU3HMU.
CnpawwuBaiiTe 0 04X, C KOTOPbIMU AeTU O6LaloTCs NOCPeACTBOM CNYXO
MrHOBEHHOIro o6MeHa COOOLWEHUAMMU, YUTOObI YOeAUTBLCA, UTO 3TU JTIAU UM
3HaKOMbl.

Wcnonb3ayiite cpeacTBa 6/10KMPOBaHNSA HEXeMaTe/IbHOTO KOHTeHTa Kak
AOMNONHEeHUe K CTaHJapTHOMY PoauTeIbCKOMY KOHTPOJIO.

Heo6xoauMO 3HaTb, KAKUMU YaTamMu Nonb3ytoTcA Bawm aetu. Moowpsiite
MCNo/Ib30BaHMe MOAEpPUPYEMbIX YATOB U HacTauBaiiTe, UTOGbI AEeTU He
06LWanncb B NPUBATHOM peXMuMe.

QR QRQ &

MOCTOAHHO KOHTPONNPYTE Ucnosib3oBaHue MHTepHeTa Bawunm pe6eHkom! ATo He
HapyLleHue ero /IMYHOro NPOCTpPaHCTBa, a Mepa NPefoCTOPOXXHOCTU U NPOosABNIeHne
Bawein poanTeibCKOIi OTBETCTBEHHOCTU 1 3a60Thbl.



OCHOBHbI€ NPUHUUNbI NPY

OHJ/ZIAWH MOLUeHHn4YecTBe

NMpaBnno comHeHus
Jloboe «CpoUHO», «kHEMeA/IeHHO», «Ball CYET 3ab6/I0KUpOBaH» — NOBOJ,

HaCTOPOXUTbCA.
KnéepmolleHHKN Bcerga AaBAT Ha CTpax WM XXaAHOCTb: «notepsiere
OEHbIN», «Bbl BbIUTpain NPU3», «BaM 0A00pEH KpeauT»

Hukorga He coobwaiite KOHpUAEHUUaIbHbIE AaHHble
MNH-kogp!, naponu, CVV-kog KapTbl, Kogbl 13 SMS n PUSH-yBegomneHuii
HeNMb3sl TOBOPUTb HUKOMY — [OaXe «COTPYAHUKY OaHka» wau
«MoNUUEeickomy» no TenedoHy.

HacToswme 6aHKkM 1 rocopraHbl 3TOr0 He cnpallnBatoT.

CnokoicTBue BaXXHee CKOPOCTHU

Ecnv Bam 3BOHAT 1 nyratoT 6/10KMPOBKOI CYETa, LWTpadammn 1av yrosioBHbIM
[e/loM, HemeJIEHHO MOJIoXUTE TPYOKY 1 Nepe3BoHuUTe caMu B 6aHK nnn B
COOTBETCTBYHLUUIA rOCYAapCTBEHHbI OpraH.

Hukorga He npuHUManTe peLleHnin «3a MUHYTY>.

NHTEPHET-NMOKYMNKW N OHNANH-CEPBUCHI
MPOBEPSAVNTE CANTbI MEPE/A OMNATON

« Agpec caliTa Ao/DKEeH HaumHaTbes C https:// n cogepxatb npaBuibHOE
\/ Ha3BaHWe mMarasnHa/6aHka.

« OnnauymBaiTe TOMLKO Ha OC*)I/ILl,I/IaI'IbeIX cantax u yepes NnpoBepeHHbIe
NnAaTéxHble CUCTEMDbI.

OCTOPO)XHO C OB BbABMEHUAMU N MAPKETMNEACAMU
o CrnvlIKOM HM3Kas UeHa, npefgonsara «npsiMo ceiiyac», oTka3 oT
6e30MacHoii caenkn Ha nnatopmMe — NPU3HaKN MOLLEHHMYECTBA.
« He nepeBoauTe AEHbLIN «HE3HAKOMLY Ha KapTy» [0 NoslyyeHuss ToBapa
WN YCNYTU, €CNIN HET HaAEXHbIX rapaHTuid.

NOoAAENbHbLIE CEPBUCHI N MPUNOXXEHNA

« CkaumBaiiTe NpUA0XeHNs TONbKO 13 odonumasnbHbIX MarasmHoB (Google
a Play, App Store).

« He BBOAUTE NOrMHBLI U NaApPoNn Ha canTax, Kyga Bac «nepekvHyna»
= ccbiika M3 SMS wamM nucbmMa — camu OTKpOiTe caillT B Opaysepe,
Habpas aZpec BPYUHYIO.

O
MOBILE
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BOIMNMPOCbI OBECINEYHEHNA KUBEPBE3OINACHOCTU

(PEKOMEHIALN)

1

PA3AEN AN
NPO®ECCUOHA/OB

Ecnu Bbl Bnageney, 6usHeca, OTBETCTBEHHbIN COTPYAHUK, UT-
crneunanunct, opuuep MHdopmalmMoHHOM 6e30MacHOCTU —
cobniogante aTn pekoMeHgauun:

10 LWAroB NO CHMW)XEHUIO
PNCKOB KUBEP-YIPO3

Paspabotatb nNO/MUTUKY UH(pOPMALUOHHOW ©6e3onacHoOCTU. 3TO0
[OKYMEHT nepBOro YypoBHA — Bawa KoHCTUTyuMs B  cdepe
NHGOPMAaLMOHHON 6e30nacHOCTU. HO KpOMe KOHCTUTYLMUN HYXHbl 3aKOHbI.
Takune 3aKoHbl Ha3blBalTCA «[JOKYMEHTbI BTOPOro YPOBHA» U AeTa/IN3NPYIOT
TpeboBaHus NOJINTUKN. MogpobHee  cmoTpuTe noctaHoB/ieHne
MpasutensctBa Pecnybnvkn KasaxctaH ot 20 gekabps 2016 roga Ne 832
(ET) nyHkT 33.

BAXXHO!

O6sasaTenbHO yTBepauTe DOKYMEHT: «MpaBuna
' MCNOSIb30BaHUA MOOW/bHbLIX YCTPOUCTB U HOCUTenewn
. MHd opMaLn».

B

MNMpocseweHne n ocBeA0OMIEHHOCTb NONb30BaTeNen.

PaspaboTtatb nporpamMmmy MOArOTOBKM MepcoHasia. BHegpuTb cucTembl
00y4YeHNss BCEX COTPYAHNKOB HOPMaM MHOpPMaUMOHHOK 6e30MacHOCTH.
MopaepxuBaTe OCBEAOM/IEHHOCTb MOMIb30BaTesNell 0 Kubep-puckax.

YnpaBneHne uHUUAEeHTamMu.

Heobxoaumbl (U 47151 HEKOTOPbIX OpraHn3aunin o6ss3aTenibHbl) Mepbl:
perncTpauns cobbitnin b, ynpasneHne unHunageHtamm UMb, yBegomnieHus
OTBETCTBEHHbIX 006 wHUMAeHTax Wb, peructpaums wuHumgeHtoB Vb B
Cnyxb6e pearmpoBaHusi Ha KOMMbIOTEPHbIE WHUMAEHTbLI [OCcyaapCcTBEHHOM
TEXHNYECKOWN CITYXKObI.

Bbl f0/KHBI TOYHO 3HATb, YTO MPOUCXOANNIO U MPOUCXOAMNT.

MogpobHee cmoTpuTe nocTaHoBnieHve [lpaBuTtensctBa Pecny6nunkm
KasaxcTtaH o1 20 gekabpsi 2016 roga Ne 832 Maparpad 2.
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PA3AEN AN
NPO®ECCUOHA/OB

YnpaBnsiute puckamu.
XenatenbHO pa3paboTartb «MEeTOAMKY OLEHKN PUCKOB UHOPMaLVNOHHOWA
6e3onacHOCTU». Bbl AO/MKHBI 3HATL, YTO YrpoXaeT Baluel opraHm3aunu.

YnpaBneHue npuBuMneruimMmu nosib3oBatesei.

YCTaHOBUTb NPOLECCHI YNPaB/IEHUS YYETHLIMI 3aMUCAMU, U OFPAHUYNUTb
KOMIMYECTBO  NPUBWIETMPOBAHHbLIX  YYETHbIX  3anuceil. OrpaHuMunTb
NpUBUNETNM NOMb30BATENEN U KOHTPOIMPOBATL AENCTBUA MOSb30BaTesNs.
KOoHTposb AoCTyna n AeATeNbHOCTY W XXypHasiaM ayauTa.

AneMeHTbl ynpaBfeHUA CbeMHbIMU HOCUTENSIMU.

Cosgatb MOMUTUKY ANA yNpaBfeHUs AOCTYNOM K CbEMHbIM HOCUTENSIM.
OrpaHuyeHne TUNOB U WCMOMb30BaHUSI HocuTeneid. MNepen MMNopToM B
KOpnopaTvBHYK CUCTEMY MNPOCKaHWPOBaTb BCE HOCWUTENN Ha Hanuve
BPEAOHOCHbIX MPOrpamm.

MOHUTOPUHT.

Pa3paborarb cTpartermio MOHWTOPUHIA, BCMOMOTraTes/ibHyH MOJUTUKY.
MOCTOSAHHBIA MOHUTOPUHT BCex cucteM u ceTert UKT. MNpoaHann3nposatb
XYPHaUTbl Ha NpeAMeT HEOObIYHOM aKTUBHOCTU, KOTOPAasi MOXET yKa3blBaTb
Ha artaky.

Be3onacHasa KOHduUrypayums.

MpumeHsiiTe 3annatky (naryun) 6ezonacHoOCTn 1 ybeamtech, YTo
6e3onacHas KoHurypauus scex cucteMm UKT coxpaHsieTca. Co3gaHme
CUCTEMbI MHBEHTapu3aunn 1 onpeaeneHns 6a3oBoit CO0PKN O/18 BCeX
ycTpoicTts VKT.

3awuTa oT BPeAOHOCHbIX NporpaMm.

Mpou3BoANTL COOTBETCTBYIOLLYIO MOMUTUKY W YCTAHOBWTHL 3awuTy OT
BPEAOHOCHbLIX NPOrpaMM, KOTopble NPYMEHVMbI 1 aKkTyasbHbl Ansi Bawero
HanpaBneHuss gesiTenibHoCTU. CKaHMpoBaHWe Ha Ha/nune BPefoHOCHbLIX
nporpamMmm B opraHm3auum.

CeTteBas 6e30nNacHOCTb.

3aWmnTnTb CeTb OT BHEWHUX W BHYTPEHHWX aTak. YnpasreHue
nepumeTpom cetn. OTuNbLTPOBaTb HECaHKUMOHUPOBAaHHbLIA A0CTYN U
BpeAOoHOCHOe cofepXaHne. MOHUTOPUHT U TeCTUPOBaHME 3/1EMEHTOB
ynpasneHus 6e30nacHoOCTbHO.



KYAA OBPALLATBLCH NPU

KOMIMBbKOTEPHbLIX NTHUAOEHTAX?
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Bo BpeMs KOMMNbIOTEPHOro Cnyx6a pearnpoBaHus

uHumpeHTa Heo6xogumo 1400
ceazatbea! (8 (7172) 55-99-97

\ ' 8 info@kz-cert.kz

HauvoHanbHasa Cnyx6a pearmpoBaHusi HA KOMMNbIOTEPHbIE UHUUAEHTbI — 3TO
eAVHbIV LEeHTP ANA nofb3oBaTteseli HAUMOHAIbHbIX MH(POPMAaLMOHHbIX CUCTEM
U cerMeHTa ceTu MIHTepHeT, o6ecneunBaloLmii c60p U aHanu3 uHdopmMaumm no

KOMMbIOTEPHbIM MHLUAEHTAM, KOHCY/IbTaTUBHYIO U TEXHUUYECKYHO NMOAAEPKKY

nosib3oBaTesIAM B NpeAoTBpaLLeHUM YIPo3 KOMMNbIOTEPHOW 6€30MacHOCTMU.

aTaku Ha y3/ibl CETEBOW MH(PPACTPYKTYPbI U CEpBEePHbIe PECYPChI;

i HeCaHKLMOHMPOBaHHbIW AOCTYN K UHPOPMALMOHHbIM pecypcam;

@

CKaHuUpoBaHue HauMOHaJIbHbIX I/IHd)OpMaLIMOHHbIX ceTel N XOCTOB;

‘. nopGop u 3axBaT naponeii 1 APYroi ayTeHTUNKALMOHHOMN UHOpMALMHK;
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KPATKAN AHANINS

pe3ysibTatoB COLUNO/TOTrNNYEeCKOro nccniegosaHnsa no sorpocam
KI/I6€p6€3OI'IaCHOCT|/| n 3allinTbl NEPCOHAJIbHbIX AAaHHbIX

— —

Mo 3aka3y PecnyG/IMKAHCKOro rocyAapCTBEeHHOro yuypexpaeHus
«Komurer no MH(pOpPpMaALNOHHOW 6e3onacHoOCTMU MuHucTtepcTBa
MCKYCCTBEHHOro WHTennekra u uyucgposoro passutua Pecnyonuku
KasaxcTtaH» npoesejeHo coyuonornyeckoe mccneposaHue no
BonpocamM Ku6ep6e3onacHOCTU U 3alWNTbl NEPCOHANIbHbIX AAHHbIX.

Pe3ynbTtaTt npoBefeHHOro onpoca onpegennn o6wuini nokasartenb
OoCBeOMJ/IEHHOCTH HaceneHus 06 uMmerwuxca yrposax
Knoepb6e3onacHOCTM U 3alUTbl MNepcOHaNbHbIX AaHHbIX Ha YpOBHe
86%.

B uenom nony4vyeHHble pe3synbTarTthl COLMONIOrNYecKoro
mccneposaHuns no Bonpocam Knoepb6esonacHocCcTu ] 3alunThbl
NepcoHaNnbHbIX [aHHbIX CBUAETENbCTBYKT O pacTylwen 3HaAYMMOCTMU
BOMNPOCOB KN6ep6e30nNacHOCTU B NOBCeAHEBHOW XU3HU rpaxaaH:

« YPOBEHb CMNOCOGHOCTU pacno3HOoBaTb NONbITKN (puwmMHra coctaBun

- 84,8%:;

- 80,5% BbIOMpaT Oe3onacHyw cTpaTernio npu peruncrTpauymm B

-OHNaWH-cepBucax (pasHble C/IOXHbIe Naponu).

« 85,9% pecnOHAEHTOB NPUMEHAIKT Mepbl 6€30MaCHOCTN NPU NOKYNKe

TOBapoOB B MHTEepPHeT-MarasmHax.

- He MeHee 86% poauTene NPoBEPAOT KOHTEHT, KOTOpPbIA UX [eTu

CMOTPAT B UHTEepHeTe, OAUH UMK Gonee pa3 B mecsl,.

PesynbTatbl wuUccneaoBaHUsA MNoKas3biBalOT O TMNOJIOXUTENbHOM
AVWHaMusme B ((OopMUpoOBaHMM OCBEAOMJ/IEHHOCTW HAace/ileHUA B
o6nactn kKubep6e3onacHOCTU N 3aWUTbl MNEPCOHa/NIbHbIX AaHHbIX.
OpaHako Bbl30Bbl 3TOM ccepbl TpeoGyoT NOCTOSAHHOTO
COBEpPWEHTCBOBaHNA Mep U MeEXaHU3MOB, UTOGbl 06ecCNeYnTb CTOWKYIO
3alWmMTy MHTepecoB rpaxpaaH B uucgpoBoii anoxe.

B 3Tol cBA3K, C y4UeTOM NPOBEAJEHHOIO COLUONOrNYEeCcKOro onpoca,
mccnepoBatennbCKOM rpynnow BbipaboTaHbI cooTBeTCTByKOlWMe
pekoMeHpgauum wu nNpepsioXeHWi AnAa pAanbHeliwero o6ecne4vyeHuA
Knoepb6e3onacHOCTM rpaxpgaH U 3aWuUTbl UX NEePCOHa/IbHbIX AaHHbIX B
uucpoBOoM NpocTpaHCTBE.






Mo 3akasy PI'y "KomurteT no nicpopmayuoHHOMN
6e3onacHOCTU MnHuUcTepcTBa NCKYCCTBEHHOIO
MHTes1eKkTa n yucpposBoro passutusa Pecnyonmku
KasaxcTaH"

Pecny6nivka Kaszaxctad 010000, r. ActaHa, np. MaHrinik en
55/14, 6nok C 2.4

e-mail: moap@mdai.gov.kz
https://lwww.gov.kz/memleket/entities/infsecurity?lang=ru

r. ActaHa, 2025 r.
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