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NoLroTOBMEHO H2 OCHOBAaHWY
COLMOJIONMYECKOrO MCCNefi0BaHnA

«0CBEJJOMJIEHHOCTb OB YTPO3dX
WHDOPMALUGHHOW BB30MACHOCTHY,

npoBegeHHoro B ceHtabpe 2019 roga

Bonpocam passutng cepsl kubepbesonacHocTi B KazaxctaHe yaensetcd npuctaisHoe BHYUMaHKe.

Wl pesynbTat paboThl, NPOBOAKMON COBMECTHO rocynapcTBeHHbIMK opranamy, HITO u buauecom -

370 TEH[IEHUNS NOCNEAHNX JIET, KOrLa HAWA CTPaKa CTPEMUTENLHO YYJLIAET CBOM NO3ULMK B
rnobansHom uiaexce kubepbesonackocTy. Ceituac Kasaxcran 3aHuMaeT B HEM 40-e Mecto. OtmeTum,
4TO ELLE B NPOLLSIOM FOfY Hallia CTPaHa HaXO@MNachk Ha 42 NyHKTA HIXKe, 3aHuMan 82 MecTo,

HEMHOI0 BAXXHOW
WHDOOPMALIMK

NHdopmMaLmoHHan Be30nacHOCTb CTAHOBUTCS BaXKHOW YacTblo HaLlen
noBceaHeBHOW XXMN3HWU. ObblyHO, Nog MHGOPMAUMOHHON Be30nacHOCThIO
nogpa3symeBatoT cobnogerHne TpEX BaXKHbIX NPUHLMUMOB:

O ronouzenupansHocs

Yro 310 Takoe? locTyn K undopMaLuu L0DKEH ObITb TONLKO ¥ TOr0, KTO UMEET Ha
370 npaBo. A y KOro HeT TaKero npaa, TOMy JOCTYR K MHPOPMALLUK 3aKPbIT.

fMnoxo# npumep: Hoctyn k Homepy Baten kaprouku u CVV kogy 3amonyuun
1710X0/ Yen0Bex.

@ &‘E éﬂfﬂ ONPOiECHABIX [PaXKAaH 33 6{3/& pecnoHaeHTOB
] I

Pecnybnuku Kasaxcrau npupepKUBaKaTCA

CUKTAIOT, YTO UX AUaMETpanbLo
nepcoHanbhble BaHHbIe NPOTHBONOMOMCKHOH TOYKN
HaXOAATCS B MOAHOH 3peHus.

e30nacHOCTH.

€ nocrynnocts

Yro ato Takoe? UuopMauus J0/KHa ObiThb AOCTYRHE B
nio6oi MOMEHT, Korga oHa hyxHa. Cpasy u bbicTpo.

[1noxos npumep: Bo! forxHel nofaTe 338Ky Ha

yCTpo#cTBO pebéuka B AeTckui cag yepes «floptan Akmmaras.
flo-apyroMy He npuHymaioT. Ho catit aToro noprana He OTKPbIBAETCA.
5 MuHyT, 15 MUHYT, Yac, AeHb, HEQEN....

LIE/IOCTHOCTb

Y10 ato Takoe? Hidopmanua aomxna 6bITe JOCTOBEPHOR.
OHa He nonKHa MEHATLCA CaMa U TeM Gonee eé He JOMKHBI
MCKA)KaTb HAMEPEHHO.

[Tnoxoit npuMep: Bl genaete nepeBos AEHEXHbLIX €Pe4CTB CO CBOEH KapToYKy Ha'
kaptouky apyra. Bpeforocroe 10 MOXeT uaMeHuTb HOMep KapToYKy oNyyaTens u
0TNPaBUTL BEHBIY HA KaPTOYKY 3/10YMbILLTEHHUKA.

NTak,

WHOOPMALIWOHHAA BB30NACHOCTD - ato cobnopenue
Konduperuuanonoctu, Jloctynioctu, LenoctHocTu.

HapyLueHMe O4AHOIc NpUHUMNAa, KakK npaswito, NPpUBOANT K HApPYLWEHWKD OPYTUX.

V| OnpowexHbie Ka3axcTaHLbl NoBEPranuch Kubep-arakam

8 2018 ropy
33,9%

82019 rogy
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NOABEPIdIUCH JIK Bbl

33 NOCAEHUN FO | l KAK M3BEXKATD
KHBEP-aTaKaM? HENPUATHOCTER?

I
201 8 rﬂﬂ ] 5 Sﬂtlﬂ nosbaoparesied He HCTIGNIb3VIOT QHTKBUPYC U HEe HCNOb3YIOT
£

Z i 201 9 rog JalidTy naponem.

Her, Takix ciyyaes ke Gbinc, (N 91,0% 7 1IAroB K TMYHOH
e otMevan(al 56,0% UHDOOPMALLMOHHOK BB30MACHOCTH

Kubepyrposbl, Xakepbl, BAPYCbl, TPOAHCKHE KOHH.
Bcé HenoHATHO 1 3anyTaHHo? |

2018 ron 2019 rop

7 |
BpeoHocHbii CTTAM 11% 1 2;! 1% He nyraitecs. 3afumme ceba u ceonx 6nuskux! Mot nokaxem Bam nytb. Ayt K
usdopMaLMouHOi Ge3onacHocTH CocTouT 3 7 NPOCThIX Waros.
AtaKa BpeJOHOCHBIX KOMNbHTEPHbIX 3 7{;./ ﬁ 19,
BHPYCOB H NPOrpaMM o/ 70 p 470 WauTe c HaMu W 31Tble XaKepbl C WX BUpYCaMH BaM He CTpawHbl.
B310M aKKayHTOB B COLMANbHBIX CETAX 1.6% 4 F 7%
KuGepMmonrennuyectso o £0 P i
¢ GaHKOBCKMMM KapTaMu 1,2% 2,9% y
I
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XPAHUTE JU | —— _
ey ‘ e G
naponb o1 ceoero WM. 3ro MOXHO CAENaTh Ha canTe

370 - i MUCh. T | -
Bce Mbl 3HaeM, yTo Takoe UM, 3to - InekTpoHHo-LUdpoBas nop, yT Ha www.pki.gov.kz

Bauly 3aluTy BCTAET TOUHERLAN U3 HayK - MaTeMaTvka. Kaxablid rpaxxgaHuH
KasaxcTaHa MoxeT nerko nonyumts LM, UM ato yaobHe 1 HagéxHo. Ho ecTb
cepbé3Has onacHoCTb, U Bbl fomxHbl €& 3HaTe. Ecnu 3LUIM y Bac ykpann, 10
NOKYMeHTbl 33 Bac MoxeT nognuceiBath KTo-To Apyron. Horaa ato oyeHsb
BaXKHble AokyMeHTbl! [a, ga, UM MoxHo ykpacTk, kak U BCE, 4To nexuT bes

pvcHoTp. € uto e Ko fenaTh ——

Y10 Aenatb? Huxorga He ornpaenaiite LM B OTKPbITOM BUAE N0 3NEKTPOHHOI NOYTE. MouTy

CaMoe HagéxHoe - cnpaTarb Bawe 3L B HaféXHoe XpaHunuue. Takum MOryT B3fioMaTh, Torga 3LM TouHo ykpaayT. Hy>kHo Bcé-Takm otnpaButh? Ha
. Balw cTpax 1 puck, Ho oba3aTensHo 3awundpynte UM nobbiM HaAEXHbIM
XpaKWUNHLWeM ABNAETCA 3REKTPOHHbIM YHI, YTO YCTAHOBJIEH BO BCEX =

cnocoboM. HanpuMep, ¢ NOMOWbIO TEXHWUKK «33apXMBUpPOBaTh C NapoiemM».
VAOCTOBEPEHUAX TMYHOCTH HOBOFO 06pasua rpaxxaan Pecnybnuku Kasaxcran. He yMeeTe «apxuBupoBaTh ¢ naponem»? CpocuTe y CneLanicTos,
Mpwn nonyyvenum UMM nonpocuTte 3anucats UM Ha ypocToBepeHune

POACTBEHHWKOB U Apy3eit. Bam obsizaTeNibHO NOMOTYT.
NNUYHOCTU. HO €CTb 1 CNOXHOCTH npyY UCNoNb30BaHWK YOLOCTOBEPEHNA . " .
MMHOCTI Kak XpaHunmnia LM, Bam BymeT HyXHO crieLmansHoe ycTpoiicTso Hukoraa He konupyiite cBoé 3ilI1 Ha He3HaKOMbie KOMNbIOTEpbI. Ecaun BcE-Taku

— KapA-puaep. 3To YCTPOMCTBO YacTo BLIAAKT KAMeHTaM BaHKOB, OHO NPULWNOCH NOAMUCLIBATL YTO-NMBO C HE3HAKOMOTO KOMMBIOTEPa,
no3BonfeT NoAKNOYaTb YA0CTOBEPEHME NUYHOCTHU MK BaHKoBCKuWe obsazatensHo ybeputecs, uto Bawwe LM He ocTanock Ha HyxoM

KapTOUKM K KOMMbIOTEPY. 3aT0 3TO HAZLEXHO. KOMNbloTEPE.

TaK)Ke MOXXHO BOCHOJIb30BATECA CrietHaNbHbIM XPaHKHILEM, KoTOpoe

Ha3bIBAGTCA «TOKEH». OH YyacTo noxox Ha 0bblvHyo GN3LWKY, HO ABAAETCH
caMbIM HacTosiwuM cerdom ans LM,

nu npocto nonpocute npu Beinycke 3LUIM ycTaHoBuTs Bal cobcTBeHHBIN, a
He TMNoBoW naponb. Ho ero npnagTca 3anoMHUTE.

He xpanure ceoé 3L Ha koMnbloTepe. Ecnu xakepsl BcE-Taku Bac Banomany
WM BUPYC NPOHUK B Ball KoMMAbOTEp, TO OHWU He A0MXKHbI HaidT Tam 3LITT,
Tak Kak ero 7TaM He AoaxHo 6biTe. Ecnm Bel nonyvunn 3UIMN Ha ¢nawwKy, a He
Ha yOoCTOBEpeHne NMYHOCTU UK TokeH, To nycTe UM n ocTaérea Ha
bnawwke. XpaHuTe GNawwky B HAAEXKHOM MeCcTe N He UCNOJb3YATe ONA APYInMX
HY>KZ, KpoMe xpaHeHusa 3L,

---------------------------------------------------




BOMNPOCHI
OBECIMEYEHUA
KUBEP-

bE30NACHOCTH
PEKOMERAALLMK

war 2

Bdlll LT -
Bdlll NAP0JIb

Halu Mo3r ycTpoeH uHTepecHbIM o6pa3om. Mbl MbICIHM aCCOLMALUAMK. Hawa
MbICNb 003aTeNbHO NOCTPOEHA Ha NpeablayLlen Mblcan. Hawe MbllneHune
npeacTasnaeT coboi MOTOK MbIC/er, BOCNIOMUHAHWI U UAEN, BCE OHU

obszaTensHo B3auMoces3aHbl. ¥ HAC f1Ba BUJA NAMATH: KpaTKOCPOYHas U

AONRIOCPOYHAA. B kpaTKoCpOUYHOM NaMATK XpaHATCH BCe CODLITUA UNK
MHbOPMaLMA HA HECKONBbKO MUHYT MUY YacoB. BoamoxHo gHen. Ecnun
MHbopMaLMa oNs HacC BaXKHasd 1 Mbl NEPEXMBaEM B Npouecce 3anoMMHaHNUg
Kakue-nubo accounaumm, To MHGOPMaALMA NEPEXCAUT B JOJITOCPOHHYIO
namaTe. Kak yBepsitoT uccnegoBaTtenu Mosra, 3To NocTpoeHo Ha obpasoBaHum
CUHanNceB HEMPOHOB ronoBHoro Mo3sra. Camblit npocton cnocob 3anucaTb
MHDOPMALMIO B ONTOCPOYHYIO NaMATb ~ CAenaTh acCoLMaTUBHYIO CBA3b
MexXay MHpOopMaLMen N YeM-To, 4TO YXKe 3anoMHuiock Bamu Haecerga. Nnu
KOTOPOE NErko BCNOMHUTL. Hy>XHO BOCMOABb30BaTLCA caMbiMU BoNbLUUMN
y4yacTKkaMu Hawero mo3ra, otsevawowmmm 3a: CJIYX n 3PEHUE.

—
V| Monb3oBareny He MeHIoWME naponw, Nu6o MEHAKOT TONLKO Koraa 3abbiBaioT ux:

8 2018 rogy . 82019 rony
61.8% & 53,5%

Y Hac CHbHO pa3BKTbI OTAENDLI MO3ra, OTBEYAOLLME 33 3PUTENbHYIO NAMATD.
JTUM U HY)XHO BOCMONb30BaTLCA.
Capsce 3a pabounid koMnbloTep, ornaguTeck Bokpyr. Bokpyr Bac byayt

COTHW NpeAMETOB, KOTOPbIE NOCTOAHHO HaXoAATCA Ha BauleM cTone, Ha
CTeHaX, B Lm(ad)ax M gaxe 3a OKHOM.

MpocTo 3araganTe Kak Naponb NpegMeT, KOTOPbIA Bbl BUANUTE KaXAblA AeHb,
cuas 3a cBouM pabounm MecToMm. 3To 1 bygeT Baw napone. ;

Mpumep: Zelenyi kaktus

IVI Monb3oBaTeny CocTaBAAOWKE CROXKHBIE NAPOSIH:

8 2018 ropy 82019 rogy

23.3% EEEEECEENT 30,6%

Baxwo! 3aransiean npeaMer B ka4yecTBe Napons, arapanre
Ba CNOBA, HANPHMEP, HA3BAHKE NPEAMETA K €0 UBET.

MoxHo 3arafibiBaTh CNOBA NOOUMbIX NECeH, ropofa W MecTa,
rae Boi Gbinu. Fnasxoe, 410661 B Mapone N0 MHHKMYM
B 3Hakos.

€3 utoHe HyxHo penath!

Hukorga He nepesaBaiTe CBOK aponu APYruM JIOAAM. [Jaxe ecan nonpocsT.

He 3anucbIBaiite cBOK Naponk Ha cTukepsl, yMa)Xxku. He Xpanute naponu B
3/IeKTPOHHOM novTe.
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3"EKTPI] H HaH Xakepbl MOTYT MOAUGUUMPOBATE M 0BbIUHBIE bainbl LOKYMEHTOB 0P UCHBLIX
nﬂ'-lTa NPUNOXKEHUIA.

Makpocbl - Habop KoMaHp, KOTOpbie N03BONAIT 3aNUCbIBaTb H BOCNPOU3BOAUTD

K COXKaNeHWo, MOLWEHHWKK OaBHO NOHANWK, 4YTO Mbl YATaeM OTNpaBNEHHbIEC HaM CTaHﬂapTHblﬁ naKer O(IJHCHbIX ﬂpHJ'IU)KEHHﬁ. Bel He 3HaeTe, KakMe KOMaHIbl
NMCBMaA. 3Hal-IMT, ecnmn HanucaTb XI/ITpOf.‘ MACbMO, HAC MOXKHO 06M-aHyTb. 3anucaHbl B Makpoc. Haﬁop KOMaH, MoXeT ObITh LOBONBHO bonbwWmM
HaanMep, Oblnm nonynapHbl «KHUFEpUUCKKME MNCbMa CHACTbA». B Takunx npencTaBnAaTb cobom BpG,EI,OHOCHbIVl Kog.

AUCbMax Hekuid «aaBokaT u3 Hurepumn» (cTpaHa Morna 6biTe No6oi, HO
BrepBble NUCbMa NPUXoAKAN U3 Hurepuu, oTcloga v HasBaHue

MOLIJeHHVILleCTBa] 3adABAAN, YTO Bb! cTanu HacegHNKOM rpoMaaHOro Ham"nl H“ B KOEM [:J'Iyl!ae Henb3A BKJI0YaTh ﬂHEIIDOCbI»
H 3 ]

HacrefcTsa. BaM Hy>XHO NpocTo BbicnaTh HeboNbWY CYMMY €My Ha CUET «Ha . =
A y g yro CyMMY ety npuweawme c painamu no 3NeKTPOHHON noyTe.
opopmneHne bymar». [leHbrn, Kak mpaBuno, CYe3atoT, a HACNEACTBO HUKTO He

nonyyaer. ' - =

CambiM PacnpocTpaHEHHbIM cnocoboM 3apaXXeHua nepcoHaslbHbiX KOMNbIOTEPOB

ABNACTCA OTNpaBKa 3NEKTPOHHOr0 NUCbMa C BPeJOHOCHLIM COAEPXXHMBIM. LITD HE Hy)KH" ﬂe"aTb'

UTO NeNaTh? He oTKpbiBaiiTe nogo3puTenbHble MUCbMA. Ecnut nuceMo BaM He uHTepecHo,
ﬂl . 3HA4YUT OHO He focTolHo Bawero BHMMaHma. BHuMaTtensHo n3y4uTe

Hukoraa we oTKpbiBaitte caMosanyckaemMble dainbl. Takue paiins nerko BAIOKEeHHbIE arinbl (BRoxenns).

pacno3HaTb NO 6YKBaM, KOTCpblIe NOYT nocne nocneaHen TOUKU B Ha3BaAHUN. He OTBeqaﬁTe Ha ﬂ0n03p“T8ﬂbe|e nUCbMa.

37K ByKBbI Ha3bIBAKTCA pacliMpeHuem daina.

. . He nepexoauTe no cCbinKaM B NOJ03PUTENbLHBIX NUCbMaX.
MpuMepbl pacwmpennii caMo3anycKatowmxen Gpainos:

HOMHVITe, MOLWEHHWUKK UFPaoT Ha HeENOBEYECKUX YYBCTBaxX — XKaAHOCTH,

m m m m m ropabiHe, cTpaxe, ruese. [lyMaiiTe ronoBoii U He nonagaiTe Ha
MOLLEHHWUYECKUNE CXEMBI.

@aitnbl BROXKEHMI C TAKHMH PaciikPEHUAMM OTK[bIBATb HENb3A. [laxe ecnm oHu

noMeLleHbl B apxme. Hanpumep, ynakoBaHbl B apXMB Winzip.

v L7% NoAb30BaTeNe He NepeXoRaT N0 NPHCHEHHDIM CChIKAM B COLMANBHLIX
bd CETAX H MECCEHKepaX.
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AHTUBUPYCHAA
JdllluUTd

Kak noHATHO U3 Ha3BaHu4, AHTMBprC = 370 TaKoe CpeficTBO AnA 3allHTbl
0T «BUPYCOB».

Mkl HasbiBaeM BCE BpefoHOCHOE NporpaMMHoe obecneyeHue
«BUpPyCaMun». 3TO He COBCEM KOPPEKTHO, TakK KaK «BMpPYC» 3T0 TONbKO
0oAWH U3 NPU3HaKOB BPEAOHOCHOI0 NporpaMMHoro obecrnedeHus
(cokpawwéHHo MO). Ho 4To HyXHO ToUHO 3HaTL — BpeaoHocHoe 10 He
MW, OHO peasbHO BPeOHOCHO U ero peanbHO MHOro. Mol eHHMKK
AbITAOTCA NPYAyMaTh BCE 6onee XTPOYMHbIE CXEeMbI HApYLUEHMWS
AOCTYNHOCTU, KOHDUAEHLMANBHOCTU U LENOCTHOCTW.

KOMI'IbI'OTE‘prIe «BUPYChI» O4eHb NMNOXOXXW Ha pealbHbIE 3apa3Hble
60J1€3HM, TOABKO NOPaXakwT OHW HE J'II'O,EI,EIZ, d KOMNbOTEPHBIE CUNCTEMBI.
AHTMBMpbeI HY>KHO BOCNPWUHKUMaTb KakK BakKuWHbl U MTPUBUBKA, TONBKO
A8 KOMNBHOTEPHBIX «BUPYCOB»,

YTO rN3aBHOE B NPUBHBKE?

fipuBKBKa BOIDKHA BbITH KAYECTBEHHO H3TOTOBNEHS,
MHa4ve MOTyT BO3HUKHYTb N0BoYHbIE 3¢ deKThl U

1 BO3MOXHbI TAXenble nocneacTsud. Ml Bcerga
3agaéM BONPOC MpY BakKLMHALKWKW: YTO 3T0 3a
NPUBUBKA, KTO €8 M3TOTOBWUI, MPOLLA NN OHA
KIIMHUYECKNE ucrblTaHnA?

2 [ipuBnBKa JoMKHA BbITb 3QPEKTUBHR, nHaye HeT
cMbicna eé Boobule cTaBuTh. B 3ToM cnyyae
BaKUMHALMA MOXET NPUHECTM HeMano Bpega. Mebi
nonyyaem WUNNKO3UIO 3aLLNTbI, KOTOPOA Ha CaMOM

pene Het.

3 fTpUBHBKY HY)KHO CTABHTb BOBPEMA! Henbaa
nponyckaTe CPOK BaKUMHaUWK U TEM bonee

| G CTaBUTb NPUMBUBKY Ha 0CNabaeHHbIA UK gaxe

D0oNbHOW OpraHn3M.

antivirus protection

OTHOCHTECH K AHTHBUPYCAM, KaK K NPUBUBKAM OT PeajibHbIX YeN0BEYECKHX
BHPYCOB.

V| flons30BaTenH, YCNONb3YIOWHE BHTHBHPYC:

8 2018 ropy 2 2019 ropy

32,9% 36% S

MocraBbTe cefe Ha CMapTHOH K KoMnbtoTEp NH6OK HAREXHDIA AHTHBUPYC U He
BblKJIH0YaiiTe ero o6HoBNEHUA!

=
-

o N



BOMPOCHI
OBECMEYEHUA
KHBEP-

bE3ONACHOCTH
PEKOMEHALIMM

OGHOBNIBHUSA
W ell@ Pa3 OGHOBNEHMS

ObHOBNEHMA CUCTEMBI, KaK OHWM Hac HepBUpYT! Ho coBpeMeHHble
M0 - 3To NpoAyKT Tpygda Teicsiy npodeccncHanos. CoepeMeHHble
nporpaMMbl cofepxkaT Thicaun CTpok koga. KoHeyHo, B 3TOM Koae
MOryT obHapyXuBaTbCs Kakne-Hubyab ownbKKn, HECTBIKOBKM,
npobensl. Takne oWINMBKW NPUHATO Ha3biBaTh «YAIBUMOCTU». JTo
MOXoXe Ha HeKa4yecTBEHHO NOCTPOEHHYIO CTEHY C fAiblpamu, KOTOPYIO
oknewnu oboaMu. Ecnun 3HaTb, roe B 3TOW CTEHE Abipa, MOXKHO
naneuaM Npobunts obou.

Xopoluo, 4To nporpaMmmHoe obecneyeHme — 370 He CTeHbl. ITo Habop
KOMMNbloTepHOTo Koaa. M xopowo, yto Baw cMapTpoH 1 komnbtoTep
nopkntodeHbl K IHTepHeTy. Yepes VHTepHeT nponseogutenn

nporpaMMHoro obecneyeHuns BbickbinatoT «3aANAATKHY Ha cBoM xe
«yA3BUMOCTH». KcTaTw, 3aN1aTKa No-aHrIMACKK HasbiBaeTca patch,
oTciofa CnoBo 3aMMCTBOBaHKE — naTy.

[oxanyicra, 3afienblBaiiTe Ablpbl B CTEHAX BOBPEMA! Mycts natum
ycTaHaBnusatoTca Ha Bawe nporpammHoe obecnevyeHne BoBpeMs.
ﬂpOMe,D,J'IeHMe Aa>Xe Ha HeECKOJIbBKO 4YaCoB onacHo.

YT0 N eNnaTb?

Ycranasnusath 00HoBREHNUS nporpamMmuoro sbecneyenus. Beeraa.
AHTUMBKPYC M ONepaLMoHHas cUcTeMa LOMKHbI 06HOBASATLCH
aBTOMaTUYECKN.

MpoBepsTh, YCTaHOBAEHbI JIK NOCAEAHKE 06HOBNEHNS.

I—

€3 uto He HyxHo fenatb:

Wcnons3oBath KonTpadakTHoe (nupatckoe) nporpaMMHoe obecnieyenne. Kax
npasuno, nupatckoe M0 yxe B3NoMaHo yMenbUaMmn 1 OTKIHKYEHO GT CUCTEMB!
obHoBneHunin. Begb npu obpaweHnn Ha cepsep npoussoanTens 10 cpa3sy
CTAaHOBWTCH MNOHATHO, 4YTO TOBap KoHTpadakTHbIA. 3HayuT, Bbl He nony4yunTe
obHoBNeHMI 1 ByaeTe Nonb30BaThCH «AblpaBbiM» [10. BaM 310 HyxHo 7

WU, noxkanyiicta, He oTKnI0YaiTe 06HOBNGHNA.
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COLWaIbHAA HH)XXEHEPHA.

[:n Ha“ bH bl 8 BBTM [:KH M MMHI— CoMHeBaeTech - Bocnonb3ynTtech apyruM baHkomatom. Bepute ceba Tak, Kak

I-l - _ ByaTo npsaMo 3a BaMu CTOAT HecKobKo Nofo3puTensHbix nogeir. (IPHKpbIBaliTe
NajoHbl) KNaBuat Korpga BBoJiMTe MMH-KOA WAK apo.ib.

COI.IMaﬂbHaﬂ HUH)XEHEPHUA — meTop ronydyeH s HeobxoaMMoro JocTyna K A yBY, A A A P

NHGOPMALLMKW, OCHOBAHHbIA Ha 0COBEHHOCTAX NMCUXONOTUN NIOAENA. o YTo nena]'b?

HuKoraa HHKOMY HE FOBOPHTE CBOH NAPO/K OT KOMAbIOTEPHbIX CHCTEM. By/ETe BHMMATENbHbI, COBPaHbI H OCTOPOKHbL.
Hukor/ia He ocTaBnsAiiTe 3anucantble Ha GyMare naposin Ha BUGHBIX KK BOCTYMHbIX %
L1 NOCTOPOHHUX MECTaXx. 9 4T0 HE HY)KHO JeNaTb!

CoumranbHble ceTV MOryT BbITb MCTOYHUKOM U3MIULWIHER MHGopmMaumm o Bac.
Paarosapunarb C He3HaKOMbIMM NHOibMU 1O TEHElbOHy HACY&8T CBOUX HaHKOBCKMX

53 6[!/ ONpOWEHHBIX FPaXKaH, 39 5’0}/ Ka3aXCTaHies noaL3yuTce CYETOB HIIH KapT.
MMEICIMX CTPaHKLbLI B INEKTPOHHOM NOYTOK U

€

KoHeuHo, pa3roBapuBatb NHOrOa HY>XXHO, HO TONBKO ecnu Bbl camu

COUNaTbRBILICETFA, FHHHEM aKKaYHTDMHnIIﬂ No3BOHUNKW B BaHK No oduumanbHoMy HoMepy TenedoHa.
BbiKAagblBaH}Y HH¢0pMalu4m dBTOpU3AUNH Ha CauTaxX.
0 CBOBH YH3HK. He oTBRYaTb Ha NoA03pHUTENbHBbIE NTHCbMA, HO 00 3TOM Mbi y)XKe roBopuny e
} paspene lMoyrta.
3HaiiTe, 310yMbILUAEHHMKM NbITAOTCH MAHMTYNMPOBATE HALLUMU IMOLUMAMU.
He roBopuTe HE3HAKOMBIM NIOASM: HOMepa MOBWbHbIX TeNeGOHOB CBOMX | [llonb3oBaTbes NORO3PHTENbHBIMM HaHKOMATaAMM W TEPMUHANAMM OTLNATDI.
POACTBEHHMKOB U Konner, IP agpeca, BpeMs oTCcyTCTBUA Ha pabodeM MmecTe OT/jaBaTh CBOID KAPTOUKY OGMUHAHTY UK GapMEHY HAZOMrO B pyku. inaTure
M aoma. KapToil TONbKO CaMH.

Jkpax Bawero MoHMTOpa unmn cMapTgoHa MOryT NOACMOTPETL Hepes naeyo. Cor e
P P PT® yT o4 P P Ecnu Bel nogkntoumnuce K cetv MHTepHeT Yepes nybnuunblid WiFi

He paﬁoTaMTe 33 KOMNbOTEPOM KUK HO¥T6yKOM, Korga 3a BaLLIUEM CMUHOKN eCTb [Hanpwmep, B @3pOMOPTY UK B Kad)e], TO XenaTeNbHO BOCNONb30BaTLCS
MOCTOPOHHHKE, B JNHWAOHbBIX MECTaxX CTapanTech pa6OTaTb CMAHOW K cepBucami VPN.

Henpo3payHom cTeHe.

CKUMMMHT - kpa>ka AaHHbIX BAHKOBCKOMA KapThl UAK Naponei npu NoMoLL

N nosib30BaTesnel HUKOrfa Ke
CcneunanbHOro CHUThIBaOLWEro YCTPOUCTBA, CKUMMEDA.

HCNOMb3YIOT 00LECTBEHHbIE

B I'Iy6.l'II/I‘-IHbIX MeCTax MHCIo BngeoKkamep. CTEIpaI/ITECb BBOAWTb NaponK Kak «Wi-Fi Touxu».

MOXKHO Bonee ckpbiTHO. HanpuMep, NpUKPLIB 3KpaH MobunsHoro TenedoHa '
NafoHbIO UK opexAoi. IkpaH HoyTbyka >xenaTenbHO MakCMMansHO MPUKpPbITh

Npu BBOAE Napons, 4Tobbl CKPbITh ABUXKeHMS Bawmx nanbues. aHKETUPYeMbIX
noAgKouaoTes K UHrephery
BaHKoMaTbl M TepMUHankl ornaThl. BHUMaTensHo ocMoTpuTe BaHKoMaT, nepea
yepe3 JoCTynHbie

TeM Kak UM Bocnonb3oBaTheca. HeobbivHO BhicOKas KnaBuaTypa BBOAA,

HeoBblYHOE OKOLLKO BBOAa KapTO4KK OOJ>KHBI Bac HaCTOPOXUTb. ﬁeCHPUBO‘qu[E KaHasbi.
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MHbopmaums MoxeT ucHesHyTb. M He obasatensHo Bac aTakosanu 3nble
xakepbl. MpocTo notepsiny TenedoH UNK cropes XecTKMA AUCK KOMNboTepa.

52 30! Ka3axXcTawllen Ke CO34anT 38 70/ dHKeTHpyeMbix

Pe3epBHbie KOMUH BaXKHbIX 33HUMANOTCA CO3aHHEM
[aHHbIX pe3epBHbIX KOMKH.
KpannaT WHDOpPHMBKNI:

39,7% 31,5%

A AN o S
Ha KOMMbHTEpE E Ha pn3L- % B 006nauHbixX

HaKonurene cepucax

B? 70‘/ AHHETHEYEMbIX HE JHRIET, KTO MOXET KCNONB30BATH KX NEDCOHANbHbIE
A2HMBIE W B KaKHX WENAX.

YT0 1€NATb?

PerynspHo KOMHPoBaTb BaXKHY0 MHPOPMALIKIO HA BHELIHWA HOCHTEND.

CaMoe NpocToe - BOCNO/b30BaThCH MHOXECTBOM CEPBUCOB PE3EPBHOID
konvpoBaHus. HekoTopble 13 HUX BecnnaTHel, HanpuMep obnako Google,
Apple iCloud, Mail.ru, Yandex. A taxxxe MoxHO Bocnonib308aTLCS CEpBUCAMK
kasaxcTaHckux obnaynbix xpanunuwy, 0blako.kz v Ps.kz.

Baxkno! Ecnu Bbl nonb3yetech 06nayHbiMi CEPBHCAMH ANA
XpaHeHus MHQOPMaLMM ~ 3HAYHT Bbl ONBITHbIN
nons3oeatens. Begure cebs kak onbiTHLIA NONL30BATEND.
Haasancs onbiTHbIM NONL30BATENEM — COOTBETCTBYM.

-

Maponu! BuumarenbHo uayunte Hawy naMaTky B pasgene «/aponu». bes
HafEX(HOro NapoAA HUKAKKX NporynoK B ofnaka.

[IByxaKTopHas ayTeHTHuKauua. He oTkpyaise Ha cMapTdoHe pasbRoKUPOBKY
N6 OTREYATKY fabla UK pacno3HaBaHKE NULa:

YTO HE HY)XXHO 18NaTh!

XpaHuTb B «obnake» o4yeHb KOHPUALHLMEAbHYIO MHPOPMaLUIO BCE XKe He
ctout. He XpaHute cBoI0 3ll|1 B DTKpb!TUM BUJle, CEMERHbIE NN NIKYHDIE TalHbi B
«obnaxen, -

. -': “ o -
Camoe Ha,ﬂ,e)KHOE - 3aBe,EI,MTe cebe BHELWHWI XKECTKMIA ONCK MNn 60J'IbLLIyI0
KapTy NaMATU.

MpocTo perynapHo KoNWpynTe Ha 3TOT XECTKNI ANCK BaXKHYIO UHGOPMaALMIO
CO CBOEro KoMMnblTEpa UNK cMapThoHa. XoTa, 3To Tpebyer
CaMOAMCLMIMANHBI U OPraHN30BaHHOCTH.

MpoianTe BCe ceMb LWAroB - U Bbl cTaHeTe BENUKAM MacTepoM NIMYHOK
WHbOPMAUMOHHOK Be3onacHOCTK.
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Mbl U TOCY1dPCTBO.
KY[ld 0bPQLLAThCAH

Mpu nobbIX HECTAHAAPTHBIX CUTYaLMAX MW NPU NOAO3PEHUN Ha HapyLleHne
knbepbeszonacHoCTn — HesaMeanuTenbHo obpaTnTecs K 0TBETCTBEHHbIM
cneumanncTam u B

© ,,, P ———

KZ-CERT  37eKTpoHas nouta: incident@kz-c

3aKoH 06 uHdopMaTU3aLUU - 3akoH Pecnybnuku KasaxcTaH oT 24 Hoabps
2015 ropa N 418-V 3PK. 3aKoH peryaupyert obuiecTeenHble OTHOWEHNA B cepe
HHOpPMaTH3aL MK, BO3HHKAKILME Ha TeppuTopin Pecnybnuku Kasaxcran Mexay
rocyaapcTBEHHbIMU OpraHaMu, GU3MYECKUMH H IOPUANYECKUMU AMLAMH NPH
CO3/1aHHH, Pa3BUTHH W 3KCnAyaTaLuK 06beKTOB HHGOPMaTH3ALMM, a TAK)Ke NP
rocy/iapcTBEHHON NOQAEPKKE Pa3BUTHA OTPAcAH UHGOPMALHOHHO-

KOMMYHUKaLUOHHBIX TEXHONOTHH. BHeceHbl U3MEHeHUS 1 JOMNONHEHWA COTNacHo
3akoHy Pecnybnmku Kasaxctan ot 28 nekabps 2017 roga N@ 128-VI 3PK.

Enunbie TpBﬁOBaHMﬂ (ET) - eguHble TpebosaHua B obnactn MHPOpMaLUoHHO-
KOMMYHUKALMOHHBIX TEXHONOTMIA 1 obecnedeHns nHGopMaLNMOHHON
BesonacHocTn. YTBEpXAeHbl nocTaHoBneHneM [pasuTtenscTea Pecnybankm
KasaxcTaH ot 20 nekabpa 2016 roga N2 832. Onpepensitot TpeboBaHus B
0bnacTM MHPOPMALMOHHO-KOMMYHWUKALMOHHbBIX TeXHONOrn 1 obecneveHmns

unpopmMaLmoHHoi 6esonacrocTy. llonokenus ET, oTHocAwmecs K chepe
obecneyeHns MHGOpPMaLHOHHOH besonacHocTH, 06a3aTenbHbl AR NPUMEHEHHUS
rocyapcTBeHHbIMK OpraHaMu, MECTHbIMU HCOAHUTENbHBIMU OpPraHaMm,
rocyZiapcTBeHHbIMU IOPHAHYECKHMH NuLamMu, cybbeKTaMi KBA3HTOCYAapCTBEHHOID
cextopa, cO6CTBEHHHKAMK M BNaJieNbLiaMu HEeroCyAapCTBEHHbIX HHPOPMALHOHHbIX
CHCTEM, UHTErpHpyeMbIX ¢ HHPOPMALMOHHBIMU CHCTEMAMH roCyAapCTBeHHbIX
OpraHoB UNK npeAHa3HayYeHHbIX ANA GOpMUPOBAHHA rOCYJaPCTBEHHbIX

3NeKTPOHHBIX UHGOPMALHMOHHBIX PEcypcoB, a Takke COBCTBEHHUKAMU U
BNafieNbLaMi KPHTHYECKHU BaXKHbIX 00bEKTOB HHOPMALIMOHHO-
KOMMYHUKALLUOHHOH HHGPACTPYKTYPbI.

Kuﬁepmm Ka3axcTaHa - koHuenuus knbepbesonacHocTn. KoHuenuma
kubepbesonacHocTm ("Knbepwut Kasaxctana"] paspabotaHa B COOTBETCTBUM €
MocnaHunem MpesnaenTta Pecnybnunkn Kasaxctan “TpeTba MofepHMU3aLma
KasaxctaHa: [nobanbHas KOHKYpeHTocnocobHOCTL" C y4eToM NoAXOA0B
CtpaTterumn "KazaxctaH-2050" no BxoxaeHuwo KasaxcraHa B uncno 30-T camblx

Pa3BUTbIX rOCYAapCTB MUpa. Konuenuus onpefensaet 0CHOBHbIe HaNPaBNEeHUA
peanu3aluu rocyapcTBeHHOA NONUTHKM B Cepe 3aLiuThl 31eKTPOHHBIX
WHGOPMALMOHHDIX PECYPCOB, MH(OPMALMOHHBIX CUCTEM H CETeH
TenekoMMyHHKauuii, o6ecneuesns 6e3onacHoro HCNONb30BaHNA HHPOPMaALHOHHO-
KOMMYHHKALUOHHBIX TEXHONOTUH.

YNONHOMOYEHHBIW OPTAH B COEPE OBECTIEYEHUS
WHDOPMALIMOHHOW BESONACHOCTH

Yka3som Mpesunenta Pecnybnuku Kazaxcrad ot 6 okta6pa 2016 roga N2 350
o6pasoBaH Komuter no nudopmauuoHHoit besonacHoctu MubucTepcTsa 060poHROA
W a3poKeCMUYecKed npoMblinieHocTH Pecnybnuku Kasaxcra.

MOJHOMOYWA KOMHUTETA 110 UH®OPMALIUOHHOM BE30MACHOCTH

» Paspabotka Mep B cdepe obecnedyenus nudopmaloHHon BezonacHoOCTH;

» [ocynapcTBeHHbIA KOHTPONL B chepe
obecneveHns MHOOPMaLMOHHON
He30nacHoOCTH;

» MeToponoruyeckoe obecneyeHune un
cTaHgapTM3auns.
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Ynpaenaute PHCKAMK. XXenaTenbHo pa3paboTaTh «MeTOAMKY OLLEHKM
PUCKOB MHPOPMAUMOHHOW Be3onacHOCTU». Bbl AOMXKHBI 3HATbL, UTo
yrpoxkaeT Balleld opraHmsaumu.

YnpassieHue NpuBKNEruiMi NoNtb30BaTeNEN. YcTaHoBmMTb NpoLeccsl

Pa3ieN ANA

"anEEcMUHa.ﬂuB ﬂ__ ynpaBneHna YY4eTHbIMK 3aMnCcaMun, U OFpaHUYNTbL KONMYECTBO

: , ———)  NPUBWAEIMPOBAHHbIX YHeTHbIX 3anucei. OrpaHU4nTb NpMBUETUM
NoNL30BaTeNs M KOHTPONMPOBAaTL AeNCTBUSA NoNb30BaTeNS.
KoHTponb poctyna kK g4esTensHOCTY W XKypHanaM ayauTa.

[

Ecnu Bbl Bnageney, 6usHeca, 0OTBETCTBEHHBIN COTPYAHUK, UT-cneynanuncr,

oduuep nHpopmMaumnoHHo besonacHocTu — cobnogante sTU peKoMeHjaLmK:
b. JNeMeHTbI ynpaBiaeHHa CbeMHbIMK BOCHTENAMK. CoszaaTb NOAUTUKY A

1 I.uarBB "n BHM)KEH"I{I - -] ynpaBieHWA ACCTYNOM K CbE8MHBIM HOCUTENAM. OI’pElHM‘-IEHI/Ie TNUNOB

P“CKUB KHEEP.er[]g 3 M UCNONb30BaHUsa HocuTenen. [lepes UMNOPTOM B KOPNOPaTUBHY IO
CUCTEMY NPOCKAHUPOBATL BCE HOCUTENN Ha HAaNNYKe BPeAOHOCHbLIX

1. Paspabotath nOAUTKKY uHGOpMaLMOHHONA 6e30NacHOCTU. 3To fnokyMeHT nporpamm.
|:|£h nepeoro ypoBHs — Balwa KOHCTUTYLMS B chepe UHGOPMALMOHHON
E‘/ BezonacHocTy. Ho KpOMe KOHCTUTYLMK HY>KHbI 3aKoHb!. Takne

3aKOHbl Ha3bIBaOTCA «JJOKYMeHTbI BTOPOro YpOBHA» W AeTanusnpyioT
TpeboBaHna nonntukn. MNopgpobHee cMOTPUTE NOCTAaHOBJIEHME
MpaeuTtensctBa Pecnybnunkn KasaxcraH ot 20 gexkabps 2016 ropa

N2 832 (ET) nyHkT 33. 8.

4

’L

1. MOHUTOPUHT. Pa3paboTaTh cTpaTerviio MOHMTOPUHIA,
- BCMOMOraTesnbHY NONUTUKY. [1OCTOAHHBIN MOHUTOPUHT BCEX CUCTEM

X

n ceten MKT. MNpoaHann3npoBaTb XXypHanbl Ha NpeaMeT HEODBLIYHON
aKTUBHOCTHM, KOTOpPasa MOXeT YKa3blBaTb Ha aTaky.

besonacHas KOKGUrypauwus. Mpumenaiite 3annatku (natun)

‘ﬁ' besonacHocTh n ybegurtech, 4To BezonacHas KoHPUrypauma Bcex
Baxuo! obn3arensho yTeepaKTe JOKYMENHT: «npaguna ﬁ cuctem UKT coxpaHseTcs. CozaaHne cUCTEMbI MHBEHTApU3aLMM 1
MCNONb30BaHKA MOBHNBHBIX YCTPORCTB K HOCHTENER onpeneneHus bazoson cbopkum ans Bcex yctponcts UKT.
HHpopMalynuy. ¥ 56% onpouenHbix CNEUKANHCTOB 8 OpraHusaunn 9. 3auuTa 07 BPeOHOCHBIX NPOrPaMM. MpoM3BOANTE COOTBETCTEYIOLLYIO
ecTb OTAENbHbIA COTPYAHKK, 0TBEAIOWMA 3 KbepbesonacHoCTb. NOAVTHMKY W YCTAHOBMTb 3aWMTy OT BPEAOHOCHBIX NPOrpaMM,
KOTOPbIe NPUMEHUMbI U akTyankHbl ANa Balwero HanpasneHus

2. flpocBeLeHKe # 0CBEROMNEHHOCTE NONb30BaTENeH. PaspaboTaTh nestenbHocTh. CkaHpoBaHMe Ha Hann4yue BpeloHOCHbIX NPOrpaMMm
..., NporpaMMy Mof4roTOBKM nepcoHana. BHegpnTb cucTeMbl obydeHuUs B OpraHn3almnu.

<

BCEX COTPYAHWKOB HOpMaM UHPOPMaLMOHHON 6e3uonaCHOCT”' 10. CeteBas 6e30MacHOCTD. 3aWmnTUTL CeTb OT BHELWHUX U BHYTPEHHMX
MNoafepXUBaTL OCBEAOMAEHHOCTb NOJb30BaTeNen o Knbep-puckax. é 6 aTak. Ynpasexue nepuMeTpom cetv. OTpUILTPOBaTb
3. YnpaBneHue HHEHAEHTAMH. HeobxoauMebl (1 Ana HekoTopbIx 'TYT HECaHKLUMOHUPOBaHHbIA [OCTYN U BPEAOHOCHOE COAEPXXMMOE.
—] opraHusauuin obasatenbHbl) Mepsl: peructpaumns cobbitnii UB, MOHWTOPUHT 1 TECTUPOBAHWE 31EMEHTOB YNPaBIEHUS
“ ynpaBneHune uHumnaeHtamu UMb, ypeLoMneHns 0TBETCTBEHHbIX 06 | besonacHocTh.

nHumgenTtax Ub, permcrpaumn uiunaeHtos VB B Cnyxbe p
HUMA P Pati LA . y . V 42 R0, OTPOLeHHX CrleUHaTHCIOB L3 0, Creunacron nphenaior
pearnpoBaHuWa Ha KOMMbOTEPHbIE MHUWAEHTHI [ocyqapcTBEHHON _J V. ol A 0 e b slroBy D EENHbIE]

TEXHMYECKOW cnyXbbl. Bel AOMKHEI TOYHO 3HATL, YTO NMPOUCXOLUA0 K
npoucxoaut. MogpobHee cMoTpUTe NocTaHoBneHue [1paBuTenscTBa
Pecnybnunku KasaxctaH ot 20 gekabps 2016 ropa N2 832 MNaparpad 2.

MOHHUTOPHHIa #HPOPMALHOHHON TpefoBaHus.
fescnacHoCTH.
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